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Statement of Work
TFor

Contractor Support Services Task Order
Under SEAPORT-E Contract

1. SCOPE

This Statement of Work (SOW) establishes the requirements for the Contractor Support Services
(CSS) Task Order (TO) to be placed under the SEAPORT- E M ltlple Award Contract (MAC).

Division (NAWCTSD) These services will be plOVlded for the follo
Research and Technology (46T), Corporate Operations (COPS), Aviati
Undersea (PDU), Cross Warfare (PDX), and Intern; i
will occur throughout the entire acquisition cycle fr:
support. It is anticipated that one TO will be award

FAR 7.3 “Contractor versus Government
2, APPLICABLE DOCUMENTS

- Information Assurance (IA) and Computer
Network Defense (CND), dated 9 February
2011

Code of Federal Regu Ations (CFR)
5 CFR, 731.202 (b) - Criteria for Making Suitability Determinations
The above regulation are available at http://www .access.gpo.gov/nara/cfi/waisidx_09/5¢fr731_09.html

22 CFR, Parts 120 - 130 - Foreign Relations, Chapter | - Department of State,
Subchapter M - International Traffic in Arms Regulations

(The above regulations are available at http://www pmddtc.state. gov/regulations_laws/itar_official.html

29 CFR 1910.147 - The control of hazardous energy (lockout/tagout)
(OSHA standards are downloadable from http://www.osha.gov)
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United States Code
Title 5 of the U.S. Code, Section - Privacy Act of 1974 (Downloadable from
552.a http://uscode house.gov/search/criteria.shtml]

DOD and Department of the Navy (DON) Security and Information Assurance (IA)
Instructions, Manuals, Policy Memos, and Guidance Documents

DODD 8500.01E Information Assurance dated 23 April 2007
DODI 8500.2 - Information Assurance (IA) Implementation dated 6
Feb 2003

DOD 5200.2-R - Personnel SecurityP

Change 3 dated 23 Febrii:
DOD 5220.22-M - National Industrial Security
Manual, ated 28 Feb 2006 ~

m, dated Januvary 1987

DODI 8510.01
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Federal Acquisition Regulations (FAR)
FAR 52.204-9 - Personal Identity Verification of Contractor Personnel

FAR 52.222-54 - Employment Eligibility Verification
(FAR Clauses are downloadable from http://farsite.hill.af. mil/v{fara.htm})

International Organization for Standardization/International Electro-technical Commission

(ISO/IEC)
ISO/AIEC 27002:2005 - Information technology - Security techniques - Code of
practice for information/security management
(Redesignation of C 17799:2005)

(Copies of this document are available from http://www.ansi.o

3. REQUIREMENTS
3.1 General Reguirements

The following general requirements

3.1.1 Contractor Program Management
The ContractOI shall orgam

: equlrements The Contractor shall
surred under the contract. The Contractor

| comply with all applicable rules, regulations, directions, and
reqmrements pertaini conduct of personnel on a military installation. The Contractor shall
recognize the authority'of the military Commander to suspend, restrain, or restrict the activities
of Contractor personnel for the protection of personnel and equipment under his military
jurisdiction. Contractor personnel shall wear a Contractor-provided identification badge and a
“Navy Contractor Badge” while performing work for the Navy. Contractor personnel shall
identify themselves as a Contractor in all verbal and written communication means while
performing work for the Navy. When attending meetings in support of the Navy, Contractor
personnel shall introduce themselves as a contract employee working for the Navy. Contractor
personnel shall sign a non-disclosure statement relative to Government business sensitive
information.

Contractor personn
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3.1.4  Place of Performance and Working Hours

3.1.4.1 Place of Performance

The primary work locations for this TO shall be NAWCTSD Orlando, 12350 Research Parkway,
Orlando, FL 32826 (Buildings: DeFlorez, Partnership 1, 11, 1T, and Research Commons) and/or
the Contractor's facility. The Contractor's facility shall be located within 25 driving miles per
Mapquest.com from NAWCTSD and shall provide space for up to 20% of the estimated labor
hours required by the TO. Work may also be accomplished at an alternate site anywhere within
the United States or its Territories when deemed advantageous by the Government. The
Contractor's facility shall include normal office automated equipment,

3142 Working Hours

The Contractor shall provide the required services and staffing ¢
hours (NWHs) as observed by Government personnel at each site s
to 9 hours daily (not including a 30-minute lunch break). Some suppét
have flexibility to start as early as 0600 and end as:]

break).

Government employees are allowed
CWS is an alternative work schedulé to the kKdays per week. Under a
CWS schedule an employee completes the following sch dule within a two-week period of time:
eight weekdays are worked at 9 hours each, on¢ Friday is ately Worked as 8 hours and one

Friday is not worked. Ther¢

the 1mplemel;ta%1on of the
this cont Y and Wlll not be

The Government gprovide funding to the Contractor to acquire Naval Marine Corp Intemet
(NMCI) services (or-{utyre.
the performance of thi O. For personal working where NMCI (or future Intranet) connectivity
is not available, the Contractor will ensure that internet connectivity is available to allow Secure
Socket Layer-Virtual Private Network (SSL-VPN) access to NMCI (or future Intranet) using
software that comes installed on NMCI (or future Intranet) computers. The Program
Manager/Funding sponsor is responsible for determining what equipment is required.

3.1.6  Material

For purposes of restriction, the following types of materials will be considered allowable,
pursuant to NAVAIR clause 5252.242-9515.
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Allowable Direct Charges to the TO:

The following are allowable as direct charges to this TO: 1) Government approved travel cost,
2) general commercial incidental materials (non-end item deliverables) (e.g. cables, wires,
panels, switches), 3) shipping cost for small items in support for tasking (e.g. documents,
software media, hardware kits). Information Technology (IT) equipment and end-items,
assemblies or components that constitute a deliverable are excluded as an allowable direct
charge. Pursuant to NAVAIR clause, 5252.242-9515, prior written approval from the COR shall
be required for all purchases of materials.

Not Allowable as Direct Charges to the TO:

The following are not allowable as direct charges to this TO: 1) ‘A
supplies required for the administration of personnel performing un
clearances), 2) The cost of acquisition of general purpose office equip
Contractor business-related functions such as timekeeping and personnel ad
Tele-communications (e.g. cell phones) equipment a Vi i
administrative purpose are not allowable.
‘.‘]|i‘r!“'
3.1.7 Travel

The Contractor ma ontact with data subject to the Privacy Act (Title 5 of the U.S. Code,
Section 552.a). The tractor shall ensure that employees assigned to this effort understand
and adhere to the Privacy Act of 1974. The Contractor shall identify and safeguard reports and
data accordingly. The Contractor shall follow agency procedures in compliance with the Privacy
Act. The Contractor shall ensure that Contractor employees assigned to the TO are briefed
annually on properly identifying and handling privacy act data and information.

3.1.10 Security Requirements

Some Government data, systems, and workspaces are classified. The work contracted for is in
the interest of National Defense. No information relating to the work shall be communicated,
transmitted, or disclosed to any person not entitled to receive it. It is anticipated that some of the
assigned work will be of classified nature. Approximately 90% of all the position/labor category

5
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equivalents require a Secret Security clearance at a minimum. Some positions/labor categories
(fewer than 3% of all position/labor category equivalents) may require a Top Secret Security
clearance. Security clearance shall be obtained prior to reporting on-site for work. The
Contractor shall provide personnel who hold a security clearance that meets the security
requirements of the program. No discussion, processing or storage of Top Secret information is
required at the Contractor’s facility.

3.1.10.1T  Security (Classified Systems)

The Contractor shall safeguard classified information and meet the security requirements
identified in the DD Form 254, The Contractor shall enforce these safeguards throughout the life
of the contract including the transport and delivery phases. i,

3.1.10.2  Operations Security (OPSEC)

information. Security policy, procedures, and req};jrements for classifie
provided in DOD 5220.22-M. The Contractor sha
of the contract including the development, delivery,i
of classified and controlled unclassified information

iness cénters) or computers that do not have access control.
atic tHan one physical or electronic barrier (e.g., locked
login and password) when not under direct individual control.

dia (e.g., overwfite) before external release or disposal.

, ation that has been identified as Contrelled Unclassified Information
(CUI) when it is st mobile computing devices such as laptops and personal digital
assistants, or removablg storage media such as thumb drives and compact disks, using the best
available encryption téchnology.

¢. Limit information transfer to Sub Contractors or teaming partners with a need to know
and a commitment to at least the same level of protection.

f. Transmit e-mail, text messages, and similar communications using technology and
processes that provide the best level of privacy available, given facilities, conditions, and
environment. Examples of recommended technologies or processes include closed networks,
virtual private networks, public key-enabled encryption, and Transport Layer Security (TLS).

g. Encrypt organizational wireless connections and use encrypted wireless connection,
where available, when traveling. When encrypted wireless is not available, encrypt application

d. Encrypt the

6
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files (e.g., spreadsheet and word processing files), using no less than application-provided
password protection level encryption.

h. Transmit voice and fax {ransmissions only when there is a reasonable assurance that
access is limited to authorized recipients.

i. Not post DOD information to Web site pages that are publicly available or have access
limited only by domain or Internet protocol restriction. Such information may be posted to Web
site pages that control access by user identification or password, user certificates, or other
technical means and provide protection via use of TLS or other equivalent technologies. Access
control may be provided by the intranet (vice the Web site itself or the application it hosts).

j. Provide protection against computer network intrusions fid data exfiltration, including
no less than the following:

ingress, egress, and exfiltration through technologies
intrusion prevention or detection services, and host-b

hall be the principal identity credential for supporting
‘ ations: facilities, buildings, and controlled spaces. A
with Inquiries CN ACT) or equivalent national security clearance (e.g.
heck with Local# gency Checks including Credit Check (NACLC)) will be
nt issuance of the credential. The Government may issue the credential
{ the Federal Bureau of Investigations (FBI) fingerprint check, pending
final favorable completién:6f the NACI or equivalent. There shall be no additional NACI or
equivalent submission for an individual holding a valid national security clearance. Access to
restricted areas, contrélled unclassified information (sensitive information), or Government
equipment by Contractor personnel shall be limited to those individuals who have been
determined trustworthy as a result of the favorable completion of a NACI (or equivalent) or who
are under the escort of appropriately cleared personnel. When escorting such persons is not
feasible, a NACI (or equivalent) shall be conducted and favorably reviewed by the appropriate
DOD component, agency, or activity prior to permitting such access. The Contractor shall use
the Standard Form 85P (Questionnaire for Public Trust Positions) in order to obtain the CAC and
access to controlled unclassified information. The Contractor shall submit the Standard Form
85P to the NAWCTSD Security Manager for processing.

upon favorable re

7
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3.1.11.1  Government-Issued Personal Identification Credentials

The Contractor shall account for all forms of U.S Government-provided identification credentials
(CAC or U.S. Government-issued identification badges) issued to the Contractor (or their
employees in connection with performance) under the contract. The Contractor shall return such
identification credentials to the issuing agency at the earliest of any of the following, unless
otherwise determined by the U.S. Government:

a.  When no longer needed for coniract performance.

b. Upon completion of the Contractor employee’s employment.

¢. Upon contract completion or termination.

3.1.11.2 Personnel Security — Backeround Checks (Contra

Contractor personnel working in the Contractor’s own facilities §
internal vetting process prior to gaining access to U.S. Government
information. The Contractor shall use the Standard Form 85P (Questlo
Posmons) in order to galn access to U.S. Governmi

the [ntematlonal Traffic and Arms Regulatmn (ITAR 2 C b 30), are not given
' ‘ ormation, defense

3.1.11.3  Information Assurance ( IA) and Per: ‘i‘nnel Securt quuu*ements for Accessmg
Government Informatlon T ;

Government IT syster
become fa.m1h

1] take means (deilénse-m-depth measures) necessary to protect the
sgrity, and availability of Government controlled unclassified information in
the same manner 45 th Contractor would protect its own company proprietary information. The
Contractor shall m and maintain Contractor-owned or operated unclassified [T network
assets (including compiiter assets used for Contractor Teleworkers) used to process U.S
Government controlled] unclassified information (sensitive information) IAW commercial best
practices, vendor-specific, or other nationally or internationally-recognized IT configuration and
management standards (e.g., Center for Internet Security (CIS), Control Objectives for
Information and related Technology (COBIT®), Common Criteria, National Information
Assurance Program (NIAP), DOD, Defense Information Systems Agency (DISA), International
Computer Security Association (ICSA), National Industtial Security Program (NISP), National
Security Agency (NSA), System Administration, Networking, and Security Institute (SANS),

and ISO/IEC 27002:2005. The Contractor shall prevent U.S. Government controlled
unclassified information from being placed or stored on peer-to-peer applications or social media
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applications on Contractor owned networks, including Teleworker computer assets, The
Contractor shall manage and control networks (which contain U.S. Government controlled
unclassified information) serving in a Continuity of Operations (COOP) capacity to meet the
same personnel and security requirements identified in this SOW and the DD-Form-254.

3.1.12 Government Property Requirements

Work performed by the Contractor that is related to the contract is fully Government funded by
the Department of the Navy, and NOT prlvately funded. Pursuant to the FAR and DFARS: The
Government shall acquire Unlimited Rights in Technical Data and Computer Software
conceived, produced, or delivered during performance by the Support Service Contractor in the
course of, or related to the contract. The Government will have patent rights in any invention
conceived or reduced to practice during performance by the/Co or in the course of or related
to this contract. The items purchased and the items developed for[ mplementanon shall be
delivered to the Government not later than the conclusion of the TO.:

3.1.13 Computer Proﬁciency

the assigned tasks.

3.1.14 Safety Standards
Contractor personnel, altho

Contfée 1 personnel shall immediately report any
at1ons and other eondmons or incidents that could be

s and Meetings Support
track action items generated at meetings using a tracking system. The
status of action items in the Contractor’s Progress, Status, and

SR) cited above. The Contractor shall prepare Conference Minutes

3.1.15 Confer

The Contractor sh
Contractor shall prov
Management Report
TAW the CDRI B0OO

3.1.16 Delivered Data
Data shall be delivered IAW the attached CDRLs, DD Forms 1423, which cite the DIDs or other
appropriate reference for technical data and other information required during the performance of

this TO.
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3.1.17 Incurred Cost and Progress Reporting

In order to support invoice reviews conducted as part of proper surveillance, the Contractor shall
report incurred cost and progress in accordance with NAVAIR clause 5252.232-9529, “Incurred
cost and Progress Reporting for Services,” CDRL B002 and contract attachment number 6.

3.1.18 Contractor Manpower Reporting Application (CMRA)

The contractor shall report all contractor labor hours (including subcontractor labor hours)
required for performance of services provided under this contracffor NAWCTSD via a secure
data collectlon site. The contractor is requlred to completely all 1equ1red data fields using

y the Contractor in support of
Government personnel responsible for NAWCTSD Orlando Program Directorates and

Competencies. The Progra tenci
Program Directorate for Research, and”
Competency, the Pr
(PDS), the Program
(PDX) and the, Pr

A}, the Program Directorate for Surface
rsea (PDU), the Program Directorate for Cross Warfare

$below. To meet requirements outlined in these paragraphs, the Contractor
shall provide CSS in"acdordance with the labor categories set forth in Appendix A. Paragraphs
3211 through 3.2.1. vide a brief description of how NAWCTSD Orlando supports its
customers in cach of the program directorates. Paragraphs in section 3.2.2 provide the required
Contractor support for this effort. Only the labor categories identified in 3.2.2 sub-sections will
be considered allowable direct charges under this TO.

3.2.1.1  Program Directorate for Research and Technology (46T)

The Research and Technology Program Directorate provides centralized management and
exceutive direction for the NAWCTSD research and development (R&D) mission. This mission
includes the planning and performance of a full range of directed research in support of Naval
training systems for all warfare areas and platforms, maintaining an expanding Navy-critical

10
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technology base, and transitioning research results to the fleet and other NAWCTSD customers.
The Research & Technology Directorate mission also requires the management and execution of
an active technology transfer program that transitions Department of Defense (DOD) developed
technologies to other Government agencies such as the Department of Homeland Security (DHS)
and to the public domain, and includes cooperative support of R&D activities with the Army and
Air Force. The Contractor shall support efforts associated with science and technology and
R&D by contributing knowledge to the theoretical underpinnings of human factors and human
performance and, as transitioned, contribute to a wide range of training and operational
applications. Program management focus includes management of cost, schedule, and
performance of assigned programs and associated contracts. The.Contractor shall provide the
support requirements as specified within this SOW.

3.2.1.2  Corporate Operations (COPS) Competency

The NAWCTSD Corporate Operations (COPS) Competency provid
and skills required for the successful corporate support of the NAWCT
Naval Aviation Systems (NAS) team. The COPS Coinpetency directly an
the Commanding Officer, Executive Officer, Execuly ¢
integrated program teams, external directed teams, ang entc
following services: information manag fhent, human résources,
financial management, comptroller, pliblic affairs, and rity. The Contractor shall support the

following Corporate Operations programs: v

ctop:glte for Aviation (PDA)

i training programs, systems and products relating to aviation weapon
systems, platforms and'environtments, including aircraft, missiles, air traffic control, aviation
systems, and other related systems. In addition, PDA supports aviation-related fraining provided
by the Naval Education and Training Command (NETC) and its subordinate commands.
Aviation training program products and services include, as a minimum, aircrew training
devices, maintenance training devices, operator training devices, computer based training,
courseware, distance learning, training analyses and research, Contractor operations and
maintenance support services, training and instructional services, life cycle support services,
distance learning, and training management systems, training center operations, database design
and support. Program management focus includes management of cost, schedule, and

i1
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performance of assigned programs and associated contracts. The Contractor shall support the
following Aviation programs, as a minimum:
a. Aerial Common Sensor (ACS)

AH-1
Air Traffic Control (ATC) training
AV-8B
Aviation School (ASCH) training
C-130
C-2
CH-53
Command Aircraft Crew Training (CACT)
Contractor Operation and Maintenance of Simulators (COMS) |
E-2 i

E-6
. EA-18G
EA-6B
EP-3
F-18
F-35 Joint Strike Fighter (JSF)

PR m o ae o

-

Fas e B g m o

F 2 g 7T

ing Systems (MCATS))/ Training
am-Assessment of Readiness Training (START)

ce. T-34

dd. T-44

ee. T-45

ff. T-57

gg. T-6 Joint Primary Aircraft Training Systems (JPATS)
hh. UH-1

il.  Undergraduate Military Flight Officer (UMFQ)

12
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jj.  Unmanned Air Vehicle (UAV) training
kk. V-22

II. VH-3

mm. VH-60

nn. VXX (VH-71)

3.2.1.4  Program Directorate for Surface (PDS)

The PDS manages surface and expeditionary warfare training programs, systems and products
relating to the surface weapon systems, platforms and environmeht, including ships, warfare

|
systems, damage control, navigation, engineering, tactical, ope ttonal hull, mechanical,

clectrical other related systems. In addition, PDS supports surfa ted training p10v1ded by

the Naval Education and Training Command (NETC) and its subot
training program products and services shall include, as a minimum,
maintenance training devices, computer based training, courseware, dist
analyses and research, Contractor operations and nan

instructional services, hfe cycle support serv1ces di

yeument (CD ) and Architectural
‘.ﬁnt focus includes management of
soc@ted contracts. The Contractor

b.

C.

d.

e. Integrated Learning Environment (ILE)
f. Navy Knowledge On-Line (NKO) Afloat
g. Training Figure of Merit (IFOM)

h. Training and Operational Readiness Information Services (TORIS)
i. Network Centric Warfare

j.  Architectural Framework

k. Fire Fighting Trainers

1. Augmented Reality Fire Fighting

13
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m. Navigation, Seamanship, and Ship Handling (NSS)
0. Reconfigurable Training Systems
Bridge/CIC Trainer
LCAC Full Mission Trainer (FMT)
Naval Surface Fire Support (NSFS)
(1) Forward Observer Training System (FOTS)
(2) Multipurpose Supporting Arms Trainer
r. Battle Force Tactical Trainer Support
(1)  Multi-Mission Team Trainer (MMTT)
(2) TACDEW (BFTT Shore Segment)
s. Center for Naval Engineering
(1) HM&E Trainers
(2) “Common Core” course developmié
ASW Team Trainers
Small Arms Marksmanship Tr ainer (SAMT)

2 s 0

training program: 'ducts and services include team {raining systems, malntenance training
devices, operator training systems, computer based training, courseware, training analyses and
research, Contractor 1 tions and maintenance support services, training and instructional
services, and life cycle!-SUpport services. Program management focus includes management of
cost, schedule, and performance of assigned programs and associated contracts. As g minimurm,
the Contractor shall support the following Undersea programs for all submarine classes:

a. Ship Control Trainers

Navigation Trainers

Communications Trainers
Weapons Trainers
On-Board Trainers
Submarine Skills Network

™me oo o

14
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g. Attack Center Trainers

h. Integrated Undersea Surveillance System Trainers (IUSS)

i. Hull, Mechanical, and Electrical Trainers

j. Firefighting Trainers

k. Damage Control Trainers Contractor Operation and Maintenance of Simulators (COMS)
32.1.6  Propram Directorate for Cross Warfare (PDX)

The PDX manages those projects and programs that are outside of, or span, the traditional
warfare areas (Aviation, Surface, and Undersea). It is also the pnnclpal office for the
management of non-Navy, Joint and non-DOD initiatives, projects and programs as well as the

management of emergmg technolo gy or methodology mmatlv" ypical sponsors include
ng and Simulation, Ofﬁce

Office of Naval Research, and the various Leammg Centers establi
d1sc1phnes Cross Weu falc tralmng program products and serv1ces

learning, training analyses and reseawh games fo
curriculum developmen’dmanagement systems, an

Warfale Virtua

Fleet Synthety hing support
Learning Cen alysis support
Authoring Instructional Material (AIM)

. Sea Warrior Program
Center for Naval Installations Command (CNIC)
Defense Acquisition University (DAU)
Department of Homeland Security (DHS)
Naval Reserve Officers Training Corps (NROTC)
Naval Special Warfare Advanced Training Command (N SWATC)
Fleet Readiness Center (FRC)

N - Tl
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3.2.1.7  Program Directorate International (PDI)

The PDI manages international training programs, systems and products relating to the Foreign
Military Sales (FMS) of aviation, surface, and undersea weapon systems, platforms, and
environments. In addition, PDI supports international-related training provided by the Naval
Education and Training Command (NETC), its subordinate commands, and the Naval Education
and Training Security Assistance Field Activity NETSAFA). International training program
products and services include, as a minimum, individual and team training devices, maintenance
training devices, operator training devices, computer based training, courseware, distance
learning, training analyses and research, Contractor operations and maintenance support services,
training, and instructional services, life cycle support services, distance learning, and training
management systems, training center operations, database desigi and support. Program
management focus includes management of cost, schedule, 4nd rmance of assigned
programs and associated contracts. The Contractor shall support International program
global customer base. The Contractor support for PDI training produ ill be depen
warfare area associated with the requested training product. The Contr: | '
support requirements as specified within this SOW: f3#:the training produc
area (i.e. if the requested training product is supportin
provide support in accordance with the Aviation sect ns

3.2.2 Labor Categories
3221 Integrated Logistics Support (

The Contractor shall support Integrated Logi"
Ag.th

tps systems. All elements of IPS must be
tem engineering effort and with each other.

Packaging, Hapdling, Storage, and Transportation
j.  Design Interface

k. Sustaining Engineering

1. Product Support Management

3.22.1.1  Acquisition Logistics Management Support (Acquisition Logistics Manager)

The Contractor shall support Acquisition Logistics Management efforts. The Contractor shall
provide logistics inputs to acquisition documents, in process reviews, supportability analyses,
review of Government-Furnished Information (GFI) and contract data submittals, Integrated

16
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Logistics Support analyses and studies, functional and physical confl guration audits, inventory
management, and investigations of support requirements for fleet sites. The Contractor shall
provide CSS personnel to support in coordinating activities to ensure all logistic elements are
procured and all life-cycle support requirements are considered.

32.2.1.1.1  Acquisition Logistics Management Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.1.1 for 46T.

3.2.2.1.1.2  Acquisition Logistics Management Support for COPS
The Contractor shall implement the requirements of paragraph 3.2:2.1.1 for COPS.

32.2.1.1.3  Acquisition Logistics Management Support fer Pl
The Contractor shall implement the requirements of paragraph 3.2:

32.2.1.1.4  Acquisition Logistics Management.Support for PDS
The Contractor shall implement the requirements

322.12  Faoilitics Engitieering Support (Engineer/Scientist 111)
i8S personne

CSS personnel to support in performing studies, surveys,

slInstallation Plans (TSIP’s), Shipboard/Shore based/Airborne

t(SSAR) inputs; | T.A assistance, data gathering, and reviews to ensure that

¢s are available a‘nd in place in a timely fashion to meet training system

{es, changing needs resulting from the relocation of training systems, and

updating operationg! conditions whete existing training systems are undergoing modifications.

The contractor shall‘ilrhish Facility Engineering Site Surveys, Trainer Facility Reports (TF Rs),

Phase I Equipment F y Requirement (EFR) Plans. The contractor shall develop Rough

Order Magnitude Cost'Estimates.

3.2.2.1.2.1 Facilities Engineering Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.1.2 for 46T.

3.2.2.122 Facilities Engineering Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.1.2 for COPS.

17
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322123  Facilities Engineering Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.1.2 for PDA.

3.22.1.24  Facilities Engineering Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.1.2 for PDS.

3.22.12.5  Facilities Engineering Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.1.2 for PDU.

3.22.12.6  Facilities Engineering Support for PDX
The Contractor shall implement the requirements of paragraph

2.1.2 for PDX.

3.2.2.1.2.7  Facilities Engineering Support for PDI

3.22.1.3  Technical Writer I1I Support

The Contractor shall support technical writer manag nent,
technical writer includes traditional paper publications/and e ] :
technical writing. In order to accomplish the scope of ork, the Cc actor shall have the
expertise and ability (personnel, equip to furnish the required support and
products., The Contractor shall provide CSS

work:

The Contractor §h implement the requirements of paragraph 3.2.2.1.3 for 46T.

322132  Techméal Weiter Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.1.3 for COPS.

322133  Technical Writer Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.1.3 for PDA.,

322134  Technical Writer Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.1.3 for PDS.

3.22.13.5  Technical Writer Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.1.3 for PDU.

18
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3.2.2.1.3.6  Technical Writer Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.1.3 for PDX.

3.2.2.1.3.7  Technical Writer Support for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.1.3 for PDL

3.2.2.1.4 Support Equipment Specialist

The Contractor shall provide Support Equipment Specialist services. The Contractor shall
provide CSS personnel to support in performing Support Equipment tasks. The Contractor shall
provide CSS personnel to support in performing the following ork:

a. Provisioning for initial support, as well as acquiring)'dists uting, and replenishing
inventories as reflected in the supply chain management strgte

b. Review and/or develop Initial Support Kit,Lists, Engineering
Special Tools and Test Equipment Lists, [&0f Material, Diminisl
Sources and Material Shortage Reports and' 4nd Legacy System.Obsolescence
Analyses. ,

3 22. 1 41 Support Eqmpment S :
The Contractor shall implement the requirer

3.22.142 Support Equipment Specialist forle
The Contractor shall implément the t

st for PDA

Equipment Speciali
1- ments of paragraph 3.2.2.1.4 for PDA.

The Contractor: hall implé

sport Hguipment Specialist for PDU

]l implement thér}equirements of paragraph 3.2.2.1.4 for PDU.

ipment Specialist for PDX
ment the requirements of paragraph 3.2.2.1.4 for PDX.

322146 Suppo:
The Contractor shall

3.2.2.1.4.7 Suppoft Equipment Specialist for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.1.4 for PDIL.

32.2.2 Program Management and Assistant Program Management Support (Project
Support Specialist)

The Contractor shall support Program Management and Assistant Program Management (Project
Support Specialist) work. The Contractor shall provide CSS personnel to support in performing
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project task definition and workload planning, acquisition management, funds management, and
financial cost accounting. In addition, the Contractor shall:

a. Provide CSS personnel to support budgeting; project planning; program planning; and
maintaining program information in the business enterprise tools. The business enterprise tools
include: SAP/Navy ERP, Work in Progress Database, Program Management Tool, Command
Staffing work-year database, and Workload Assignment Agreements.

b. Provide CSS personnel to support project leads in the performance of program tasks;
respond to administrative and programmatic data calls; and provide administrative planning
related to program events and day-to-day operations of assigned projects.

¢. Provide CSS personnel to support in administrative plamﬁﬁg, record keeping, data entry,
comrmunications, inventory control, and program administratioh telated to day-to-day operations
and activities of assigned projects. wR
32221  Program Management and Assistant Program Managerti

The Contractor shall implement the requirements of paragraph 3222

32223 Program Management and

The Contractor shall implement the feqﬁ ¢ !

IiE

id"Assistant Program Management Support for PDI
Il implement the requirements of paragraph 3.2.2.2 for PDL

in e;lxld Instructional Systems Support

The Contractor shall rt engineering and instructional systems efforts. The Contractor shall
participate in IPTs, Prggram Design Reviews (PDRs), and Critical Design Reviews (CDRs) to
ensure systems under development are developed efficiently, accurately and on time. The
Contractor shall perform continuous liaison and coordination with Fleet Project Teams (FPTSs) to
assure that delivered training system/devices are satisfactory and acceptable to the Type
Commander. The Contractor shall provide CSS personnel to support in preparing project status
reports, design documentation, engineering reports and studies, engineering specifications, and
other technical documentation.
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3.2.2.3.1 Systems Engineer and Senior Systems Engineer Support
The Contractor shall support systems engineering efforts. The Contractor shall provide CSS
personnel to support in performing the following work:

a. Analyze technical documentation and prepare technical design approaches for training
system(s). The technical design approach shall provide alternative design approaches that will
include tradeoff analyses and identify technical risks.

b. Develop cost and lead-time estimates for the training system to be developed.

c. Apply decision analysis techniques to ensure that the engineering approach is cost
effective and satisfies the training objectives. Upon determination of the proper engineering
approach, prepare a technical description that includes a block é"igram and math models.
Determine the degree of fidelity of the simulation necessar aximize the transfer of training.

d. Develop quantitative criteria and recommend tradeoffs régarding inputs received from
supporting personnel concerning training system change(s). Provi ontractor suppott,to
planners for budgeting and planning purposes.

est technical
specification. Clarify engineering design ambiguities,
and resolving conflicts in the proposed engineering tec
configuration, design, and performance charagteri
g, Conduct market resesrch;

policies and proced >ackage Preparation and Processing.
i. Review training s tor's design approach, criteria, and design reports.
Evaluate the desi (

o. Review the training system Contractor's proposed test criteria and test procedures, and
subsequently perform examinations and acceptance tests.

p. Analyze potential requirements for modifications on training systems in the operational
phase of the training system life cycle. This involves extensive research and coordination,
including direct contact with fleet activities, Government laboratories, and device/system users.

q. When required, propose technical solutions related to a project during training systems
Contractor or in-house resource performance. Review waivers and deviations in material,
processes, and selection, performance characteristics and testing parameter variances.
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Participate in design review conferences and address and evaluate trade-offs concerning
maintainability and reliability.

32.23.1.1 Systems Engineering and Senior Systems Engineering Support for 46T

The Contractor shall implement the requirements of paragraph 3.2.2.3.1 for 46T.

3.223.1.2 Systems Engineer and Senior Systems Engineer Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.1 for COPS,

322313  Systems Engineer and Senior Systems Enpineer Support for PDA
The Contractor shall implement the requirements of paragraph 3i2.2.3.1 for PDA.

port for PDS
The Contractor shall implement the requirements of paragraph 3.2

3.223.14  Systems Engineer and Senior Systems Engin

3.223.1.5  Systems Engineer and Senior Systems Engineer Support 0
The Contractor shall implement the requirements o {

322316 Svstems Engineer and Senior Systems Ej
_..“. ‘

32232 Senior So
The Contractor sha

tions#and other documents required by NAWCTSD
¢hnical Procurement Package Preparation and

e. Clarify software design ambiguities, highlighting areas of software design deﬁ01ency, and
provide support in resolving conflicts in the proposed engineering technical approach.
Document the configuration, design, and performance characteristics of the proposed training
system software.

f. Evaluate offerors’ technical proposals JAW the approved proposal evaluation plan.

g. Review Contractor's data deliverable (items) and internal software life cycle work
products (e.g. System Engineering Plan, Software Development Plan, System and Software
Requirements Specs, System and Software Design Descriptions, Software Test Plans/Procedures,
and other Technical Reports).
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h. Recommend appropriate action when Contractor delinquencies or deficiencies occur
during the trainer system software life cycle.

i. Recommend changes to the training systems contract based on revisions to military
{raining characteristics, changes to performance characteristics, or for pre-planned product
improvements.

. Become familiar with the training system Contractor's software life-cycle activities and
work products, in order to effectively monitor and assess the software development effort.
Provide CSS in resolving related programmatic issues.

k. Participate in appropriate IPT meetings, working groups, design/progress reviews, audits
(c.g. Post Award Conferences, Requirements Review, Design Réviews, and Test Readiness
Review). i

I. Monitor and evaluate software metrics data for trends, d

m. Monitor the requirements analysis, definition and allocation p
generated during the training system life cycle.

n. Monitor the software preliminary and detail
generated during the training system life cycle.

0. Monitor the software code and unit test proce=i and
training system life cycle. Review theff
subsequently perform examinations‘an

ial sqjijtware requirements for modifications on training systems in the
operational phase of the tfdining system life cycle. This analysis shall involve extensive research
and coordination, inclyding direct contact with fleet activities, government laboratories, and

device/system users.

322321 Senior Software Engineer and Software Engineer Support Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.2 for 46T.

322322  Senior Software Engineer and Software Engineer Support Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.2 for COPS.
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3.2.23.2.3  Senior Software Engineer and Software Engineer Support Support for PDA.
The Contractor shall implement the requirements of paragraph 3.2.2.3.2 for PDA.

322324  Senior Software Engineer and Software Engineer Support Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.2 for PDS.

322325  Senior Software Engineer and Software Engineer Support Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.2 for PDU.

3.223.2.6  Senior Software Engineer and Software En,qmeer Stipport Support for PDX
The Contractor shall implement the requirements of paragrap

322327  Senior Software Engineer and Software Engineer Su

3.2.23.3  Senior Computer Programmer ( V) an

ithulation (M&S)
nteroperability. The

i
uirements and prepare a software design approach for proposed training
ternative des1gn approaches with tradeoff analyses and risk assessments.

g. Prepare budgetsian plans for purchase and maintenance of software to be developed.

h, Conduct analySes to ensure that software designs are cost effective and satisfy
requirements.

i. Develop engineering specifications detailing design, expected performance, testing, and
provisions for software acceptance.

j. Review training system Contractor's design approach, criteria, and design reports.
k. Review software design and conduct code reviews.
1. Monitor and adhere to the software configuration management practices.

m. Become familiar with external Contractor's procedures and controls for software
development in order to effectively monitor and assess the software development effort.
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n. Identify problems encountered in software development and provide recommendations
that resolve these problems.

0. Develop test plans and when needed, provide CSS in performing examinations and
acceptance tests.

p. Actively maintain and enhance job related knowledge and skills in M&S, software
development techniques, state-of-the-art computer architectures, emerging technologies, and
other software development areas.

q. Apply decision analysis techniques to ensure that the engineering approach is cost
effective and satisfies the training objectives.

r. Monitor and assess software development status and pro;
support in resolving related programmatic issues.

flde CSS personnel to provide

3.22.3.3.2  Senior Computer Programmer and
The Contractor shall implement the requirements o

322333

322334 SeniorCompm
The Contractor shall impl

32.233.5
The Contractor

on Management Analyst Support
e CSS personnel support in performing the following work:

a. Develop and maintain Configuration Management (CM) Plans.

b. Enforce and adhere to processes as described in the CM Plan.

¢. Track and report on all Discrepancy Reports (DRs) / Change Requests (CRs) within
NAWCTSD’s issue tracking system.

d. Plan and manage activities related to CM.

Serve as the point of contact for CM requirements within NAWCTSD’s labs.

f Establish and control the CM Audits, CM Library, Configuration Items (Cls), and

baselines.

o
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g Review the configuration status accounting information for assigned projects.

h. Present the configuration status accounting information to all IPT members, as needed.

i, Train IPT members in their roles and on the functionality with the use of commercial CM
tools.

J. Act as Configuration Control Board (CCB) Secretariat.

k. Gather, analyze, and report CM metrics.

1. Assist in the conduct of Physical Configuration Audits (PCAs) and Functional
Configuration Audits (FCAs).

m. Coordinate the assessment of all DRs / CRs before scheduhng the CCB.

Maintain the CM Library, equipment inventory, and de "‘\"ferable configuration items

(Cls).

. Create and distribute copies of Cls from established basel

=

. Establish baselines in CM tools,
Verify changes made to Cls maintained in th
(CMS).

s. Create scripts, queries, and re
standards |
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322343  Cor
The Contractor sh;

guration Management Analyst Support for PDA
lement the requirements of paragraph 3.2.2.3.4 for PDA.

322344  Configurdtion Management Analyst Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.4 for PDS.

3.22.3.4.5 Configuration Management Analyst Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.4 for PDU.

3.22.3.4.6  Configuration Management Analyst Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.4 for PDX.

26



SOW 110001
14 January 2014

3.2.2.3.4.7 Configuration Management Analyst Support for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.4 for PDIL

32.2.3.5 Network and Computer Systems

The Contractor shall support network and computer systems efforts. The Contractor shall
provide administration, engineering and general support for network and computer systems. The
Contractor shall collect, organize, and analyze network and computer systems data, and shall
generate reports. The Contractor shall implement the network and computer systems
Information Assurance Vulnerability Management (IAVM) program. The Contractor shall
perform Information Assurance (IA) tasks required for mamtaming the network and computer
systems Information Assurance accreditation in accordance with DODD 8500.01E , DODI
8500.2 and DODI 8510.01.

322351 Network and Computer System Administration Suppor
Environments (System Administrator, Junior)

Level I Computing Environments (CE) are defined
provide Level I Computing Environments certified p

a. Be responsible for the operation andjmai
workstations. '

b. Install configure,
and servers.

¢. Implement

d. Procure and
technology sysf

tions and pre- -established guidehnes TAW DODD 8500.01E and DODI
8510.01 to perform IAitas ‘s within the computing environment (CE).

i. Provide end usét IA support for computer environment systems, peripherals, and
applications.

j.  Support, monitor, test, and troubleshoot hardware and software IA problems pertaining to
their CE.

k. Apply CE specific IA program requirements to identify areas of weakness.

1. Apply appropriate CE access controls.

m. Install and operate the network and computer systems in a test configuration manuer that
does not alter the program code or compromise security safeguards.
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n. Conduct tests of IA safeguards for CE system in accordance with implementation plans
and SOPs,

o. Apply established IA security procedures and safeguards and comply with assigned
responsibilities IAW DODI 8570.01.

p- Develop and implement access control lists on switches and other network devices.

q. Comply with system termination procedures and incident reporting requirements related
to potential CE security incidents or actual breaches.

r. Implement applicable patches including Information Assurance Vulnerability Alerts
(IAVAs), Information Assurance Vulnerability Bulletins (IAVBS) and Information Assurance
Technical Alerts (IATAs) for CE COTS, and comply with reporting requirements.

s. Understand and implement technical vulnerability cort s (i.e. workarounds,
mitigations and/or remediation). %,

t.  Coordinate Certification and Accreditation activities with Inforation Assurancés Officer
(TAO)YManager (IAM) for IT system under responsibility, and a351st in i i
maintenance of accreditation packages in the DO
Service (eMASS).

u. Perform penetratlon tests and Vulnerabﬂl

v. Perform Pre-Validation and Pre-
Accreditation (C&A) Process).

w. Ensure compliance

DADMS access accol

3223511
Environments'(

3.223.514 Network and Computer System Administration Support for Level I Computing

Environments (System Administrator, Junior) for PDS

The Contractor shail implement the requirements of paragraph 3.2.2.3.5.1 for PDS.

3.2.2.3.5.1.5 Network and Computer System Administration Support for Level I Computing
Environments (System Administrator, Junior) for PDU

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.1 for PDU.
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Environments (System Administrator, J umol) for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.1 for PDX.

......

Environments (System Admlmstrator, J um01) for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.1 for PDL

3.22.3.5.2 Network and Computer System Administration Sum:aort for Level II Network
Environments (System Administrator, Senior)

Level II Network Environments (NE) are defined in DOD 83 ( ii_ -M. The Confractor shall
provide Level [T Network Environments certified personnel’( h, Administrator, Semm) for
performing CSS. The Contractor shall provide CSS personnel to Sup
system administration efforts as follows: :
a. Demonstrate expertise in IAT Level I CE kn

e. Procure and repair components n
technology systems.
f. Conduct systems an

n, Identify IA vulnerabilities resulting from a departure from the implementation plan or
that were not apparent during testing.

o. Configure, optimize, and test networlk servers, hubs, routers, and switches to ensure they
comply with security policy, procedures, and technical requirements.

p. Install, test, maintain, and upgrade network operating systems software and hardware to
comply with IA requirements.
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q. Evaluate potential IA security risks and take appropriate corrective and recovery action.

1. Ensure that hardware, software, data, and facility resources are archived, sanitized, or
disposed of in a manner consistent with system security plans and requirements.

s. Diagnose and resolve IA problems in response to customer reported incidents.

t. Research, evaluate, and provide feedback on problematic IA trends and patterns in
customer support requirements.

u. Perform system audits to assess security related factors

v. Develop and implement access conirol lists on routct
devices.

y. Apply security requirements {6
cutrent position.

stem Administration Support for Level IT Network
Senior) for COPS

3223523
Environments (Sy§

The Contractor shall

1. Administrator, Senior) for PDA
[ément the requirements of paragraph 3.2.2.3.5.2 for PDA.

3.2.2.3.52.4 Network and Computer System Administration Support for Level T Network
Environments (System Administrator, Senior) for PDS

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.2 for PDS.

3.2.2.3.5.2.5 Network and Computer System Administration (System Administrator, Senior)
Support for Level 11 Network Environments) for Level T Network Environments for PDU

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.2 for PDU,

30



SOW 116001
14 January 2014

......

Environments (System Administrator, Senior) for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.2 for PDX.

3.2.2.3.52.7 Network and Computer System Administration Support for Level 1] Network

Environments (System Administrator, Senior) for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.2 for PDL

322353 Network and Computer Systems Engineer Level I Computing Environments
(Network Engineer)
Level I Computing Environments are defined in DOD 8570.0
Level I Computing Environment certified personnel for pelfo
support network and computer systems engineering efforts as folld
and maintenance of networks, servers, and client workstations, the Co
personnel to support in performing the following yivork'

The Contractor shall provide
SS. The Contragtor shall
addition to operation

a. Design of systems architectures,

b. Design and document network archltectures compri pologies, network

devices, client machines, and servers’'

8510.01 to perform sks-within the computing environment (CE).

h. Provide end user IA support for computer environment systems, peripherals, and
applications.

i. Support, monitor, test, and troubleshoot hardware and software TA problems pertaining to
their CE.

j.  Apply CE specific IA program requirements to identify areas of weakness.

k. Apply appropriate CE access controls.
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1. Install and operate the network and computer systems in a test configuration manner that
does not alter the program code or compromise security safeguards.

m. Conduct tests of IA safeguards for CE system in accordance with implementation plans
and SOPs.

n. Apply established IA security procedures and safeguards and comply with assigned
responsibilities IAW DODI 8570.01.

0. Develop and implement access control lists on switches and other network devices.

p. Comply with system termination procedures and incigdé

porting requirements related
to potential CE security incidents or actual breaches.

q. Implement applicable patches including IAVAs, TAVBs and I
comply with reporting requirements. |

r. Understand and implement technical vulnera
mitigations and/or remediation)

3.2.2.3.53.1
{(Network Engi

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.3 for PDA.

3.22.3.53.4 Network and Computer Systems Engineer Level I Computing Environments
(Network Engineer) for PDS

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.3 for PDS.

3.223.53.5 Network and Computer Systems Engineer Level I Computing Environments
(Network Engineer) for PDU

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.3 for PDU.
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(Network Engineer) for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.3 for PDX.

{(Network Engineer) for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.3 for PDL

322354 Network and Computer Systems Engineering Support for Level II Network
Environments (Network Engineer, Senior) A

Level 1T Network Environments are defined in DOD 8570.01:R
appropriately Level 11 Network Environment certified perscr
support network and computer systems engineering efforts as follo
and Computer Systems Engineering Support for Level I Computing E
Contractor shall provide CSS personnel to supporti pelformmg the fo

a. Design of systems architectures.

he Contractor shall provide

CSS. The Contractor shall
addition to
nmerts, th

produce specific charts, graphs, databases, or other
collected in a manner that is understood and usable by

i. Manage accounts network rights, and access to NE systems and equipment.

j. Analyze system performance for potential security problems.
k. Assess the performance of TA security controls within the NE.

1. Identify IA vulnerabilities resulting from a departure from the implementation plan or
that were not apparent during testing.
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m. Configure, optimize, and test network servers, hubs, routers, and switches to ensure they
comply with security policy, procedures, and technical requirements.

n. Install, test, maintain, and upgrade network operating systems software and hardware to
comply with IA requirements.

0. Evaluate potential IA security risks and take appropriate corrective and recovery action.

p. Ensure that hardware, software, data, and facility resources are archived, sanitized, or
disposed of in a manner consistent with system security plans and requirements.

r reported incidents.
4,

nds and pattern

q. Diagnose and resolve IA problems in response to cus|

r. Research, evaluate, and provide feedback on problematic
customer support requirements.

<factors within the

il
s. Perform system audits to assess security rel

t. Develop and implement access control lists onjrouts i other network
devices.

u. Install perimeter defense sysﬂt‘ems iticluding intrusign detectioniSystems, firewalls, grid
sensors, etc., and enhance rule sets to block séurces of m

“iand Compgﬁer Systems Engineering Support for Level IT Network
twork Engineer, Senior) for 46T

l.implement the requitements of paragraph 3.2.2.3.5.4 for 46T,

Computer Systems Engineering Support for Level II Network
Environments (Network Engineer, Senior) for COPS

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.4 for COPS.

3223543 Network and Computer Systems Engineering Sunport for Level 11 Network
Environments (Network Engineer, Senior) for PDA

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.4 for PDA.
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Environments (Network Engineer, Senior) for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.4 for PDS.

31223545 Network and Computer Systems Engineering Support for Level I Network
Environments (Network Engineer, Senior} for PDU

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.4 for PDU.

......

Environments (Network Engineer, Senijor) for PDI
The Contractor shall implement the requirements

322355 Engineering Technician [ for NAWC”
(R&D) Laboratories

The Contractor shall support generaiﬂl col

¢. Conductn ;

incering Technician I Support for NAWCTSD Orlando Research and
: abomtones for COPS

eritent the requirements of paragraph 3.2.2.3.5.5 for COPS.

3223552
Development (R&I

The Contractor sha

32.2.3.553 Engindering Technician I Support for NAWCTSD Orlando Research and
Development (R&D) Laboratories for PDA

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.5 for PDA.

1223554 Engineering Technician T Support for NAWCTSD Orlando Research and
Development (R&D) Laboratories for PDS

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.5 for PDS.
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3.2.2.3.5.5.5 Engineering Technician T Support for NAWCTSD Orlando Research and
Development (R&D) Laboratories for PDU

The Contractor shall implement the requirements of paragtaph 3.2.2.3.5.5 for PDU.

3223556 Engineering Technician I Support for NAWCTSD Orlando Research and
Development (R&D) Lahoratories for PDX

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.5 for PDX.

3.2.23.5.5.7 Engineering Technician I Support for NAWCTSD Orlando Research and
Development (R&D) Laboratories for PDI

The Contractor shall implement the requirements of paragrapl

2.3.5.5 for PDL

322356 Modeling and Simulation (M&S) (Operations Rese
The Contractor shall support M&S efforts. M&S support includes design
analysis, test and evaluation of visual systems, flight 31mulat10ns emiss )
datalink, and synthetic natural environments for flight;
CSS personnel to support in performing the followii

a. Develop models to be used in sitfiulations, pro Ot
simulations to be developed, provideit ihgiand pla for simulation software
purchases, and conduct analyses to ensure that simulation|designs are £ost effective and satisfy
requirements,

or proposed training systems and provide
isk assessments. Develop specifications

I{Jerformance
ing;simulations under development

evelopment and collaborate in resolving issues. Identify
and provide recommendations.

. . ess simulatid
problems foundduring development'

i

lans and conduet tests for the acceptance of developed simulations.

3.2.2.3.5.6.1 Modeliniatid Simulation (Operations Research Analyst) Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for 467,

3223.5.62  Modeling and Simulation (Qperations Research Analyst) Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for COPS.

3223563 Modeling and Simulation (Operations Research Analyst) Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for PDA.

3223564 Modeling and Simulation (Operations Research Analyst) Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for PDS.
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392.23.5.6.5 Modeling and Simulation (Operations Research Analyst) Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for PDU.

32.2356.6 Modeling and Simulation (Operations Research Analyst) Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for PDX.

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.6 for PDL

32.23.5.7 Senior Visual System Acquisition Engineer (Enginéer/Scientist IV) and Visual
Systems Acquisition Engineer (Engineer/Scientist [I) Su :
The Contractor shall support the acquisition of visual systetns.
CSS personnel to support in performing the following work:
a. Provide technical oversight of visual and sensor simulation sy
analysis, and test and evaluation for training systei
b, Perform preliminary engineering analysis t
meet the stated trammg task. This function includes’
training requirements issues. [

esign, development,

¢. Define preliminary design tra"c‘i

systems demgn
e. Ensure the appli
interface design to the

ystem Conlttactor’s proposed Vlsual system designs relative to their
meet the state d performance requirements and training objectives and

hgineer, project manager, and integrated project team
design alternatives.

j. the training system to establish compliance with contract technical
requirements for the visual system.
k. Determine remedial actions required to achieve required levels of performance for the

visual system.

1. Provide support to the system acquisition team in solving problems that arise in applying
delivered visual systems to the training situation.

m. Provide consultation and engineering analysis services to support Government planning
for future visual simulation systems. Provide specific recommendations on technical approach
based on extrapolations of future capabilities in visual/sensor simulation. Identify training
system deficiencies due to inadequate visual/sensor simulation technology.
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n. Provide technical support for the visual sub-system to ensure successful integration of the
complete training system. Perform engineering analysis of relationships between visual/sensor
simulation and vehicle dynamics simulation; crew station motion simulation; and the
instructional system components of the fraining system to establish critical performance
parameters for all components of the system affecting integration of the system.

0. Maintain technological base in state-of-the-art image synthetic environment generation,
image generation, and display techniques, and ensure application of the best technology to
Government training systems. )

3.22.3.5.7.1 Engineer/Scientist - Visual System Acquisition Support for 46T
The Contractor shall implement the requirements of paragraph 3:2.2.3.5.7 for 46T.

3.2.23.572 Engineer/Scientist - Visual System Acquisit'f iport for COPS

3.223.5.7.5 Engineer/Scientist - Visual § /S
The Contractor shall impl i :

| 1 System Acquisition Support for PDI
its of paragraph 3.2.2.3.5.7 for PDL

| s. The Contractor shall provide CSS persomnel to
ing the following work:

ical support for visual, sensor, and Computer Generated Forces (CGF)
synthetic natural envirenment design and development.

b. Design and de visual, sensor, and CGF synthetic natural environments which meet
stated performance redtiirements and training objectives. Develop 3-dimensional (3-D) models
at various levels of detail to meet project requirements.

or sha
support in perd

a. Provide

c. Define synthetic natural environment content requirements and advise project teams on
alternatives to achieve training effective visual cues in the environment model.

d. Evaluate Synthetic Natural Environment (SNL) database design, tools, and processes
relative to ability to meet stated performance requirements and training objectives.

e. Advise the training system project engineer, project manager, and IPT members
concerning SNE design alternatives.

f.  Determine remedial actions required to achieve required levels of SNE performance.
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g. Provide technical support to ensure successful integration and performance of the SNE on
the targeted visual/sensor/CGFE system.

h. Maintain technological base in state-of-the-art image synthetic environment generation
and tools, and ensure application of the best technology to Government training systems.
3223581 Synthetic Natural Environment (SNE) (Operations Research Analyst) Support
for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.8 for 46T.

for COPS
The Contractor shall implement the requirements of paragraj

3223583 Synthetic Natural Environment (SNE) (Operation.
for PDA

The Contractor shall implement the requirements’

4723584 Synthetic Natural Environment (SNE

R

3.2.2.3.5.8.5 orations Research Analyst) Support

for PDU
The Contractor shall impl

{
3.2.2.3.58.6 Syniliclic Natural

for PDX

irements of paragraph 3.2.2.3.5.8 for PDL

Aetonautical Simulation Engineering (Engineer/Scientist V) and Flight
"hviron‘{nent Expert (Engineer/Scientist V) Support

ot flight simulation efforts. The Contractor shall provide CSS
rforming the following work:

322359 Set
Simulation Tacti
The Contractor shall
personnel to support iny

a. Perform engineering analysis and planning, preliminary design, design evaluation, design
review, and test and validation of flight simulation systems.

b. Establish training system performance requirements in terms of kinematic and
acrodynamic modeling methods from both engineering design and software implementation
aspects, computer hardware capabilities, design data and validation criteria data issues,
debugging and validation test methodologies, and kinesthetic and tactile pilot/operator cueing
systems such as motion platforms and control loading systems.
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c. Perform studies, detailed analysis, literature searches, and exploratory projects to identify
solutions to specific eritical problems when existing technolo gy cannot provide a satisfactory
solution or where technical or training risk is unusually high.

d. Provide consultation and engineering analysis to support Government planning for future
flight simulation systems. Provide specific recommendations on technical approach based on
extrapolations of future capabilities in flight simulation.

e. Perform engineering analysis of relationships between flight simulation, pilot feel and
motion cueing, visual simulation, and other simulation areas to establish critical performance
parameters for all elements of the system affecting integration of the system.
flight simulation specialists.
th models, participate in

f. Provide consultation and training for other Governme

g. Develop corrections or originate replacements to trajn
software/hardware modification efforts relating to flight simulati
test effort to validate these modifications.

h. Develop, evaluate, and refine new flight
techniques, ‘
i.  Conduct analyses of available data on aircraft
systems operation to define the flight simulation enve
parameters as required by the training i
j. Determine areas where pilot:
trainer performance.

¢iated performance
esidentified by user commands.
lished to evaluate

tion and modeling technology and
eriteria for aircraft performance
ng system specifications.

k. Conduct in-depth anglyses
testing concepts to achie
and flying qualities ands

ware/software system design,
computers, actuators, efc.) and software

applications, to establish degree of simulation fidelity,
nces, and other performance requirements.

o. Identify cCtitieal or potential engineering problem areas relating to flight simulation, in
order to elicit specifi¢information from proposed industry design approaches.

p. Evaluate technical'engineering proposals IAW Government established criteria.

q. Develop Navy-:"’é'éﬂ:sting milestones for flight fidelity to include test planning, analysis of
test results, and corrective recommendations to flight fidelity deficiencies.

espelcially o)
performance

r.  Perform the following flight simulation tactical environment tasks:
(1)  Perform aircraft tactical environment analysis, testing, and validation,

(2) Provide expert technical consultation and guidance for tactical player
characteristics and tactical system operation (stand alone as well as networked applications) to
include:

(a) M&S of complex player (aircraft and missiles) dynamic models.

(b} Complex player (fighter and attack aircraft tactical lo gic) behavioral models.
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{¢} Instructional interfaces (Instructor/Operator Station (I0S) and model
editing).
(d) Develop advanced methods for obtaining and evaluating design data.

(e) Develop advanced validation methods.

3.2.2.3.5.9.1 Engineet/Scientist V Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.9 for 46T.

3.2.2.3.5.9.3 Engineer/Scientist V Support for PDA

The Contractor shall implement the 1

3.2.2.3.5.9.6 Engincer/Scientist V Suppottifor PDX
The Contractor shall implem

ltation in the development of detailed training system specifications related

to flight simulation to establish degree of simulation fidelity and performance requirements.

¢. Evaluate technical proposals IAW Government established criteria.

d. Participate in design reviews and Integrated Project Teams (IPTs) working groups (visual
data base, test and evaluation, malfunctions etc.).

e. Provide piloting skills and aircraft knowledge required to support flight trainer
evaluations (Navy Preliminary Evaluation (NPE), Government Preliminary Inspection (GPI),
Government Final Inspection (GFT), Mission Evaluation (ME) and deficiency recheck

testing).

£ Provide liaison with Fleet pilots during testing events.
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g. Provide consultation and training (i.c., advanced aero modeling training and other SME
related training) for other Government IPT members.

3.2.2.3.5.10.1 Aircrew Training Devices Instructor (Pilot) Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2,3.5.10 for 46T.

3.2.2.3.5.10.2  Aircrew Training Devices Instructor (Pilot) Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.10 for COPS.

3.2.2.3.5.10.3 Afrcrew Training Devices Instructor (Pilot) Su port for PDA
The Contractor shall implement the requirements of paragraj 2.2.3.5.10 for PDA.

3.2.23.5.10.4 Aircrew Training Devices Instructor (Pilot)'SuDSo :

3.2.2.3.5.10.5 Aircrew Training Devices Instmcfo{
The Contractor shall implement the requirements of pat:

' ”é Instructor (Pilot) Support
e, oA
The Contractor shall implement the "f'eq tements of paragtaph 3.2.2.3.5"

ineer/Scientist IV) Support

rt master irteroperability engineering efforts. The Contractor shafl
support in performance of the following work:

ice design reviews and review training device design
iance with interoperability requirements.

ility in the existing training devices and identify possible

“from Navy Aviation Simulation Master Plan (NASMP) platform and
ftware developers regarding implementation on interoperability
requirements and aid in troubleshooting problems encountered during development.

d. Provide technical analysis of stakeholder proposed changes to the NASMP Federation
Agreements Document (FAD) and Federation Objects Model (FOM) and identify
potential impacts to other NASMP stakeholders.

¢. Support NASMP Federation Working Group (FWG) meetings.

f. Integrate new aviation platforms into distributed exercises with other NASMP platforms,
the Navy Continuous Training Environment, and Virtual Flag.
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g. Assistin NASMP tool development.

.....

The Contractor shall implement the requirements of paragraph 3.2.2.3.5.11 for 46T.

32235112 Master Interoperability Engineering (Engineer/Scientist IV) Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.11 for COPS.

32.2.3.5.11.3 Master Interoperability Engineering (Engineer/Scientist IV) Suppoit for PDA
The Contractor shall implement the requirements of paragraph 3,2.2.3.5.11 for PDA.

ntist I'V) Support for PDS
§i5.11 for PDS.

oport mtero' er ablhty englneermg:- efforts. The Coniractor shall provide
ft.in perfom'i‘:' g of the following work:

s from Navy Aviation Simulation Master Plan (NASMP) platform and
ft are developers regarding implementation on inter operablhty

d. Support NASMP Federation Working Group (FWG) meetings.

e. Integrate new aviation platforms into distributed exercises with other NASMP platforms,
the Navy Continuous Training Environment, and Virtual Flag.

f. Assist in NASMP tool development.

32.2.3.5.12.1 Interoperability Engineering (Engineer/Scientist IT) Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.12 for 46T,
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3.2.2.3.5.12.2 Interoperability Engineering (Engineer/Scientist I} Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3,5.12 for COPS.

3.2.2.3.5.12.3 Interoperability Engineering (Engineer/Scientist I1) Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.12 for PDA.

3.2.2.3.5.12.4 Interoperability Engineering (Engineer/Scientist II) Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.12 for PDS.

Support for PDU
2.3.5.12 for PDU.

3.2.2.3.5.12.5 Interoperability Engineering (Engineer/Scienti

The Contractor shall implement the requirements of paragrapli

3.2.2.3.5.12.6 Interoperability Engineering (Engineer/Scientist I}
The Contractor shall implement the requirements of paragraph 3.2.2.3.

personnel to support in performing the follow
a. Develop cost and leadti
b. Prepare budgets :
c. Plan, coordi |

d. Conduct e
cost effective

eriments using the scientific method.

h. Monitor ai
resolving issues.

lassess system hardware and software development and provide CSS in

1. Provide status stems under development,
j. Review systemi'designs.

k. Conduct tests for the acceptance of systems.

3.2.2.3.5.13.1 Systems Analyst Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.13 for 46T.

3.2.2.3.5.13.2 Systems Analyst Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.13 for COPS.
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3.22.3.5.13.3 Systems Analyst Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.13 for PDA.

3.2.2.3.5.13.4 Systems Analyst Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.13 for PDS.

The Contractor shall implement the requitements of paragraph 3.2.2.3.5.13 for PDU.

3.2.23.5.13.6 Systems Analyst Support for PDX
The Contractor shall implement the requirements of paragrap

3.2.2.3.5.13.7 Systems Analyst Support for PDI

The Contractor shall support computer/electronics €
systems. The Contractor shall provide CiSS personn
work:

a. Develop software and hardware
acquisition applications.

search investigations concerned
gies, simulation techniques, and simulation-
ling, and training technologies;

d hardware technologies in the

cas where present data, criteria, methods, or
uate, contrpVersial, or contain critical gaps, in order to arrive
y havé applicability to problem areas under investigation.
nt findings to Government, commercial, or private

[ts of investigati&hs to determine the feasibility and design parameters of new
virtual environm nd simulated systems with emphasis on technologies associated with
advanced system d s; development and application of feasible and cost effective techniques
for use in weapons simulation systems. Based on results of investigations, accomplish and verify
specific technology by/the implementation of virtual worlds and simulated devices into
demonstrable test beds or training systems. Coordinate these efforts with other personnel
engaged in related fields of study and application to reduce the possibility of program duplication
and maximize benefits.

e. Prepare technical specifications and procurement data for advanced studies and
developments. Attend bidder conferences to explain the requirements of the contract and to
answer questions pertaining thereto.

£ Recommend most suitable technical approach taking into consideration proposed
approach to problem, personnel, and facilities to be utilized. Monitor and evaluate the progress
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of applied research and advanced development requiring the application of new techniques or
methods. Render solutions concerning the applicability of technical methodology used, degree
of conformance to requirements, and overall project performance.

g Study and evaluate engineering proposals submitted by Contractor personnel containing
radically new or novel approaches, criteria, techniques, and engineering and software design.
Render scientific judgments, recommend modifications and alterations and/or determine
feasibility of approaches and design features, desirability and acceptability of such engineering
proposals.

h.  Visit Contractors' plants, other Government agencies, and Universities to discuss

technical requirements and objectives of research and developmeit projects and to review
progress of contractual work. ’

i. Attend conferences and DOD and Navy working groups wit
laboratories, industry, and other Government agencies to discuss an
development programs. These conferences result in elimination of un
exchange of information on latest state-of-the-art
areas, reconciliation of differences of opinion, and
programs in the assigned area.

J.  Maintain continuous review and.4
programs of NAWCTSD Orlando, othict i
opetational requirements received from hig er headquarters to determine research and
development efforts required and insure that'$tate-of-the-
efforts to meet Navy operat] i

mients in the use of computer

tion, modeling, and training research

ize effectiveness in training systems;
accelerators, database modeling software and techniques,

investigations. Ey}

i
e.g., scene rendering so
sensor simulgtion.i

neering (Engineer/Scientist 11} Support for 46T
itements of paragraph 3.2.2.3.5.14 for 46T.

3.2.2.3.5.143 Comp "féctronics Engineerigg (Engineer/Scientist I} Support for PDA

The Contractor shall ir

ement the requirements of paragraph 3.2.2.3.5.14 for PDA.

3.2.2.3.5.14.4 Computer/Electronics Engineering (Engineer/Scientist 1I) Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.14 for PDS.

3.2.2.3.5.14.5 Computer/Electronics Engineering (Engineer/Scientist I} Support for PDU
The Contractor shalfl implement the requirements of paragraph 3.2.2.3.5.14 for PDU.

3.223.5.14.6 Computer/Electronics Engineering (Engineer/Scientist i) Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.5.14 for PDX.
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The Contractor shall implement the requirements of palaglaph 3.2.2.3.5.14 for PDL

32236 Senior Research Psychology Support (Subject Matter Expert 1) and Research
Psychology Support (Subject Matter Expert I)

The Contractor shall support research psychology efforts. The Contractor shall provide CSS
personnel to support in performing the following work:

a. Plan, develop, and conduct systematic research in the areas of human factors, human
performance and cognition, and training focused on the development of improved training
technologies and methodologies, and the assessment of the de 0 which new training
technologies may be applied in military systems. Addition sition research findings
through active participation on acquisition programs (both trai Systems and weapon system
platforms) by inﬂuencing human systems integration (HSI) desig tices. Apply modelmg,

design techmques, human factors des1gn principlés;. and computer softw
technology in the conduct and solution of the hum /human performance/
investigations, Initiate, design, conduct, and report icati

i 1f tmation to personnel in other organizational elements
( es The guidance and information will pertain to a wide
variety of Spetialize hutnan factorsl_ fuman performance, and training aspects dealing with
training requirgments for operator and maintenance personnel.

f. Particip he evaluation of training device prototypes to identify design deficiencies
or to determine feasibility of retrofitting solutions to identified human factors and/or training
technology deficiencie§ iff existing equipment.

g. Participate in the analyses of training situations to determine and descr ibe the training
equipment approaches and requirements necessary for achieving the training objectives.

h. Setve as human factors and human performance consultant in the process of developing
and utilizing training devices. Review human engineering implications and prepare summaries
of pertinent human factors and training technology research, to identify and apply those
principles, which are relevant to system design, development, and objectives.

i. Prepare a complete literature review in the related research area.

j.  Develop original approaches, theoretical formulations, and sound experimental design.

k. Collect and analyze research data.
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1. Prepare reports of findings for professional distribution and for professional Journal
publications.

m, Conduct research designed to identify critical parameters of human performance, human
cognition, and training technology for application to training system design. In this research
program, a variety of factors and technologies will be investigated. For example, laboratory and
field research may investigate instructional variables that affect the cost and effectiveness of
training systems. The results of these investigations will support the development of training
principles to improve training system design.

n. Incorporate state-of-the-art training technologies that provide solutions to human factors
problems encountered in training system design and use.

0. Collaborate with other research personnel in the cond
which cover a broad advanced program of applied research'in h
designed to acquire data for the generation of new concepts, whic
human performance in training and to obtain information to be used i
training devices and procedures.

of experimental investigations,
behavior, This research is

laintain familiarity and currency with
of psycholo gical and training

factors meth vance the 1nst1 ut’:tor—tl ainee interfaces and effectiveness of training systems.

t. Prov ort for the acquls1t10n and administration of laboratory equipment and

¢al analyses of data in order to determme SLgmﬁcant relationships
among behavioral performance, training effectiveness, and cost effectiveness measures.

3.22.3.6.1  Research Psychology Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.6 for 46T,

3.22.3.6.2 Research Psychology Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.6 for COPS.
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3.2.2.3.6.3 Research Psychology Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.6 for PDA.

3.2.2.3.64 Research Psychology Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.6 for PDS.

3.2.2.3.6.5  Research Pgychology Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.6 for PDU.

3.2.2.3.6.6 Research Psychology Support for PDX
The Contractor shall implement the requirements of paragraph

3.2.2.3.6.7 Research Psychology Support for PDI

3.2.2.3.7 Instructional Systems Designer Suppoi

3.2.2.3.7.1 Instructional Systems Designer (Tra
Designer Support (Training Specialist Lﬂ)

performance improvement
provide instructional sysfs

a. Conduct an
analyses.

f. Develop and, end alternative training strategies for consideration by decision-
makers. ;

g. Design, develop, and implement instruction in a systematic manner. Select instructional
media, materials, and equipment to meet learning objectives.

h. Plan and accomplish production of instructional materials, e.g., Authoring Instructional
Materials, Content Planning Module, Computer-Assisted Instruction and supporting documents.
i. Design, develop, and implement prototype and final courseware for interactive mulfi-
media, computer-based, web-based, and distributed learning presentations to include gaming

applications.
. Apply Instructional Systems Development principles in the development of
new/modified training devices.
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k. Evaluate training product development and training effectiveness.

I Provide inputs to a data base system for maintaining assigned training systems hardware,
software, and courseware operational and currency status.

m. Instruct client personnel on procedures, processes, and methods of operating,
maintaining, revising, and enhancing the assigned training system.

n. Use appropriate industry and Government standards and specifications.
0. Provide CSS in preparing the following Products/Documents/Reports:

(1) ISD: Training Situation Analyses, Training System Functional Descriptions,
Military Characteristics, Instructional Performance Requirementsy Instructional Media

Requirements, Instructional Media Design, Training Program Structure, Course Conduct

Operational Sequence Diagrams, Performance Baseline Specifications,
Descriptions, Top Down Functional Analysis, Workl:
Estimation;

Intervention Performance, HPI Eva.lqii

3.2.2.3.7.1.1 Instructional Systems Desibi
46T

The Contractor shall implet

3223712
COPS

The Contrac

Ins

3223714
PDS

The Contractor sha riient the requirements of paragraph 3.2.2.3.7.1 for PDS.

3.2.2.3.7.1.5 Instructional Systems Designer and Senior Instructional Designer Support for
PDU -

The Contractor shall implement the requirements of paragraph 3.2.2.3.7.1 for PDU.

32.2.37.1.6 Instructional Systems Designer and Senior Instructional Designer Support for
PDX

The Contractor shall implement the requirements of paragraph 3.2.2.3.7.1 for PDX.

50



SOW 110001
14 January 2014

32.2.3.7.1.7 Instructional Systems Designer and Senior Instructional Designer Support for
PDI

The Contractor shall implement the requirements of paragraph 3.2.2.3.7.1 for PDL

3.2.2.3.7.2 Instructional Systems Administration Support (Technical Writer I)

The Contractor shall support instructional systems administration efforts. The Coniractor shall
p10V1de CSS personnel to support in planning and executing management and administrative
setvices essential for the analysis, design, development, and evaluation of military training
systems. The Contractor shall provide CSS personnel to support in performing the following
work:
a. Develop and execute strategies to acquire training sys
means for conducting procurement phases; and develop specificatio
b. Develop and generate procurement components.
c. Process documentation for electronic entry and attach supportm
Cyberdocs.
d. Produce specific charts, graphs, databases, o1
collected in a manner that is understood and usable
e. Perform data collectlon data

omponents identify efficient
and proposal plans

3.223.722
The Contlactpr'

The Contractor shall i plément the requirements of paragraph 3.2.2.3.7.2 for PDU.

3223726 Instructional Systems Administration Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.2 for PDX.

3.2.2.3.72.7 Instructional Systems Administration Support for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.2 for PDL.
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3.2.2.3.73  Industrial/Organizational Psychologist Support (Subject Matter Expert I)

The Contractor shall support industrial/organization psychology efforts.
Industrial/organizational psychology applies principles of psychology to personnel,
administration, management, and human performance problems. Using a human performance
improvement model and human systems integration guidance, the Contractor shall provide
industrial/organizational psychology support. The Contractor shall provide CSS personnel
support in performing the following work:

a. Conduct analyses to identify and validate job performance requirements and document
results of analyses.
b. Develop and apply human performance metrics for use j i development, remediation and

evaluation of instructional materials.

c. Analyze organizational manpower requirements.
Analyze organizational personnel requirements.
Design and implement human performance improvement interv

Perform training effectiveness evaluations.

Conduct human systems integration anaiyse§

Fw oo oa

Develop surveys to assess job satisfaction as surveys related to

organization behavior, management, uman resource

i.  Evaluate [earning and instruction uSing formative'and summative evaluation techniques.

j-

Use appropriate industry and Governmeént standardsand specifications.

3.2.2.3.73.1%
The Contractor &

plement the requirements of paragraph 3.2.2.3.7.3 for 46T.

3223732 yﬁiyganizationai Psychologist Support for COPS

The Contractor shall implement the requirements of paragraph 3.2.2.3.7.3 for COPS.

3.2.2.3.73.3 Industrial/Organizational Psychologist Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.3 for PDA.

3223734 Industrial/Organizational Psychologist Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.3 for PDS.

3.2.23.73.5 Industrial/Organizational Psychologist Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.3 for PDU.
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3.2.2.3.7.3.6 Industrial/Organizational Psychologist Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.3 for PDX.

32.23.7.3.7 Industrial/Organizational Psychologist Suppott for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.3 for PDI.

3.2.2.3.7.4  Training Specialist/Subject Matter Expert Support (Training Specialist 1)

The Contractor shall support training specialist/subject matter expert tasks by providing
knowledge and expertise in the operation, employment, maintenance, or repair of systems,
subsystems, or equipment related to military training systems The Contractor shall provide CSS
personnel to support in performing the following work:

a.  Assure the technical and operational accuracy of the subj ,
product development.

b. Assist the Instructional Systems Analyst i
curriculum in the field of specialty required for tf

c. Conduct analyses to identify or .ﬁlidate requi ments o

d. Provide classroom instruction in th.

e. Apply knowledge
personnel, including c
written material ;i
e.g., MIL-PRF-2

ical reports documenting research and analysis performed,
DBK-29612.

interventions in a required field of specialty.

i. Support the Instructional Systems Analyst with instructing client personnel on
procedures, processes, and methods of operating, maintaining, revising, and enhancing the
assigned training system.

32.23.7.4.1 Training Specialist/Subject Matter Expert Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.4 for 46T.

32.23.7.42 Training Specialist/Subject Matter Expert Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.4 for COPS.
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3.2.23.74.3  Training Specialist/Subject Matter Expert Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.4 for PDA.

3.223.744 Training Specialist/Subject Matter Expert Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.4 for PDS.

3223745 Training Specialist/Subject Matter Expert Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.4 for PDU.

3.2.2.3.7.4.6  Training Specialist/Subject Matter Expert Sunpofc for PDX
The Contractor shall implement the requirements of paragrap

3223747 Training Specialist/Subject Matter Expert Suppor
The Contractor shall implement the requirements of paragraph 3.2.2.

3.2.2.3.7.5 Training Analyst Support { Trainingu

a. Develop POA&M(s), rescarch propo
reports, and prepare final reports

methodologies.

C. Commun ate ional§.in the field of mlhtary and mdustnal training and
transfer the advan ional techii

: and Conferences to coordinate research efforts and to
‘codes of NAWCTSD Orlando and other training

requirements.

f.  Support the In
performance metrics.

g. Develop target'audience learning profiles.

h. Provide technical expertise in developing straw man task lists to expedite the task
analysis process.

i.  Guide the conduct of task analysis workshops.

J. Support the Instructional Systems Analyst in determining the most appropriate
courseware presentation and media for the subject matter.

idl/Organizational (I/0) Psychologist in developing human

k. Provide consultation concerning the level of difficulty of assessment items,
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3.2.2.3.7.5.1 Training Analyst Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.5 for 46T.

3.2.2.3.7.5.2 Training Analyst Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.5 for COPS.

3.2.2.3.7.5.3 Training Analyst Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2,3.7.5 for PDA.

3.2.23.7.54 Training Analyst Support for PDS
The Contractor shall implement the requirements of paragrap

3223755 Training Analyst Support for PDU

3.2.2.3.756 Zl“ramm,t;r Analyst Supnort for PDX

3.2.23.7.6  Graphic Artist Support

The Contractor shall Suppor
instructional media products
performing the foll

d. Provide assist
mstructlonal media.

e. Prepare the followmg Pr oducls/Documents/Reports, as a minimum: Products/
Documents/Reports include Computer-based Images and Graphics, Animations, Storyboards,
Electronic Technical Manuals, EPSS.
3.2.2.3.7.6.1  Graphic Artist Support for 46T

The Contractor shall implement the requirements of paragraph 3.2.2.3.7.6 for 46T.

32.2.3.7.6.2 Graphic Artist Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.6 for COPS.
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3.223.7.6.3  Graphic Artist Support for PDA
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.6 for PDA.

3.22.3.7.6.4  Graphic Artist Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.6 for PDS.

3.22.3.7.6.5 Graphic Artist Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.6 for PDU,

3.2.2.3.7.6.6 Graphic Artist Support for PDX
The Contractor shall implement the requirements of paragra

3.2.2.3.7.67 Graphic Artist Support for PDI

322377 Web Development (Computer Progra

web authoring application softw
b. Code, test and debug web page/appl

ents and revisions for the internal
and external WebSIt | ;

"user interfaces.

lving problems related to web servers,
ance. The Contractor will not be required to perform

The Contractorishall implement the requirements of paragraph 3.2.2.3.7.7 for COPS,

3223773
The Contractor shall 1]

pment (Computer Programmer [II and IV) Support for PDA

ent the requirements of paragraph 3.2.2.3.7.7 for PDA.

3223774 Web 6évelopment (Computer Programmer III and I'V) Support for PDS
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.7 for PDS.

3223775 Web Development (Computer Programmer ITT and IV) Support for PDU
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.7 for PDU.

3.22.3.777.6  Web Development (Computer Programmer I and IV) Support for PDX
The Contractor shall implement the requirements of paragraph 3.2.2.3.7.7 for PDX.
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7 Web Development (Computer Programmer 111 and IV) Support for PDI

The Contractor shall implement the requirements of paragraph 3.2.2.3.7.7 for PDL

32238

Quality Assurance (QA) Support (Engineer/Scientist IV)

The Contractor shall support QA efforts. The Contractor shall provide CSS personnel to support
in performing the following work:

/e o

€.

Interpret and implement quality assurance standards.
Develop quality assurance policies and procedures.
Devise sampling procedures and directions for reco
Review the implementation and efficiency of quali d inspection systems.
Plan, conduct and monitor testing and inspection of m

‘ilng and reporting quality data.

finished product quality.

322382

322383

Oueﬂ' :
The Contractor shal ement the requirements of paragraph 3.2.2.3.8 for COPS.

Qualitvlikssurance {QA) Support for PDA

The Contractor shall implement the requirements of paragraph 3.2.2.3.8 for PDA.

322384

Quality Assurance (QA) Support for PDS

The Contractor shall implement the requirements of paragraph 3.2.2.3.8 for PDS.

322385

Quality Assurance (QA) Support for PDU

The Contractor shall implement the requirements of paragraph 3.2.2.3.8 for PDU.
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3.2.2.3.8.6  Quality Assurance (QA) Support for PDX
'The Contractor shall implement the requirements of paragraph 3.2.2.3.8 for PDX.

3.2.2.3.8.7  Quality Assurance (QA) Support for PDI
The Contractor shall implement the requirements of paragraph 3.2.2.3.8 for PDL.

3224 Information Assurance (IA) Analyst Support

The Contractor shall support IA efforts. The Contractor shall provide CSS personnel to support
in performing the following work:

:
a. Research, design, and implement IA solutions for applicable network, computer systems,

¢. Perform certification and accreditation acfi
DOD Information Assurance Certification

32241

Information Assurance Analvst Support { or Lev

Level I IAM certified CSS personnel to suppeit the following Work Implement information
assurance (IA) programs in g d Wlth DOBRI 8500 2 af
Information Security (IS) i

g. Participate in the development or modification of the computer environment IA security
program plans and requirements.

h. Validate users' designation for IT Level I or II sensitive positions, per DOD 5200.2-R,
Series, Personnel Security Program.

i. Develop procedures to ensure system users are aware of their IA responsibilities before
granting access to DOD information systems.

J. Recognize a possible security violation and take appropriate action to report the incident,
as required by directives,
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k. Manage protective or corrective measures when an IA incident or vulnerability is
discovered.

|.  Ensure that system security configuration guidelines are followed.

m. Run vulnerability assessment tools; EyeRetina vulnerability scanner, Defense
Information Systems Agency (DISA) Gold Disk, Security Readiness Review (SRR) scripts and
the Security Content Automation Protocol (SCAP) Compliance Checker periodically to test and
maintain the CE accreditation,

n. Perform Validation and Verification Tests (Part of Certification and Accreditation
Process(C&A)).

0. Ensure that IA requirements are integrated into the C
(COOP) for that system or component,

p. Ensure that JA security requirements are appropriately ide
envitonment operation procedures.

e.‘illf'hity of Operations Plan

t. Ensure that IA inspections, tests, and reviews
s. Participate in an IS risk assessment during th
‘I‘a“

CICS1 6510.01F.

w. Report the se
update the C&A doc

dre, or firmware of an information system must be

and approved by the DAA prior to the change.
Hito mformatmn assurance vulnerability management (IAVM) requirements
and ensure security pal; ‘are installed, as appropriate. Develop and implement TAVM plan.

aa. Ensure users agl system administrators of the system(s) or network(s) are provided
appropriate annual network security training.

32.2.4.1.1 Information Assurance Analyst Support (for Level I Computing Environments) for
46T
The Contractor shall implement the requirements of paragraph 3.2.2.4.1 for 46T.

1224172 Information Assurance Analyst Support (for Level I Computing Environments) for
CQOPS
The Contractor shall implement the requirements of paragraph 3.2.2.4.1 for COPS.
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322413  Information Assurance Analyst Support (for Level I Computing Environments) for
PDA
The Contractor shall implement the requirements of paragraph 3.2.2.4.1 for PDA.

322414 Information Assurance Analyst Support (for Level I Compuiing Environments) for
PDS

The Contractor shall implement the requirements of paragraph 3.2.2.4.1 for PDS.

3.22.4.1.5 Information Assurance Analyst Support (for Level I Computing Environments) for
PDU

3224.1.6 lnformation Assurance Analyst Support (for Level
PDX

3.224.1.7  Information Assurance Analyst Suppoti (ot [ik

3.2.2.4.2 Information Assurance Analvé
Environments)

The Contractor shall suppoi |
is defined in DOD 8570:01-
personnel to suppo
a. Implementinfoi
ensure that I
Informatio

plans instructions, guidance, and standard operating
ing the security’ of network system(s} operations,

d. Develop seetirity requirements specific to an I'T acquisition for inclusion in procurement
documents,

e. Recommend resource allocations required to securely operate and maintain NE 1A
requirements. ’

f. Participate in an IS risk assessment during the C&A process.

g. Develop security requirements for hardware, software, and services acquisitions specific
to multiple CEs or NE IA security programs.

h. Ensure that TA and IA enabled software, hardware, and firmware complies with
appropriate NE security configuration guidelines, policies, and procedures.

i Assist in the gathering and preservation of evidence used in the prosecution of computer
crimes.
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j. Ensure that NE IS recovery processes are monitored and that [A features and procedures
are properly restored.

k. Review IA security plans for the NE.

. Ensure that all IAM review items are tracked and reported.

m. Identify alternative functional TA security strategies to address NE security concerns.

n. Ensure that IA inspections, tests, and reviews are coordinated for the NE.

0. Review the selected security safeguards to determine that security concerns identified in
the approved plan have been fully addressed.
p. Evaluate the presence and adequacy of security measures;proposed or provided in

response to requirements contained in acquisition documents, !

q. Provide leadership and direction to NE personnel b)“rj"ﬂen that TA security gwareness,
basics, literacy, and training are provided to operations personnel ¢
responsibilities.

1. Develop and implement programs to ensut
aware of, understand and follow NE and TA pohc

S.

322424 Info
Environments) for

The Contractor shall lm

lement the requirements of paragraph 3.2.2.4.2 for PDS.

322425 Information Assurance Analyst, Senior, Support (for Level II Computing
Environments) for PDU

The Contractor shall implement the requirements of paragraph 3.2.2.4.2 for PDU.

322426 Information Assurance Analyst, Senior, Support (for Level II Computing
Environments) for PDX

The Contractor shall implement the requirements of paragraph 3.2.2.4.2 for PDX.
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322427 Information Assurance Analyst, Senior, Support (for Level I Computing
Environments) for PDI

The Contractor shall implement the requirements of paragraph 3.2.2.4.2 for PDL

32.2.5 NAVAIR 5.0 Training Systems Programs Test Engineer Support

The Contractor shall support Test and Evaluation (T&E) via Test Engineer efforts. The
Contractor shall provide CSS personnel to support in performing the following work:

a. Perform pro gram/Program Management services in the form of planning, scheduling, and
reporting in suppcnt of the test and evaluatlon of assign d:uproj ects in accordance with

b. Provide test program/project support such as scheduhng eV
schedule, and performance coordination.

development,

g Viewgraia s and other briefing
his using appropriate templates as

d. Generate and produce presen -
materials to support test pro gram/pro ‘
defined by NAVAIR,

Owde test risk assess

pport for T&E p anmng, managing, and work efforts of the T&E Working
roduct Team (WIPT) members.

j. Provide engineering and technical services during pretest, test, and post-test activities.
k. Prepare test reports and maintain documentation such as deficiency reports.
1. Develop and write test procedures, plans, flight cards, and detailed reports.

m. Identify data parameters, instrumentation requirements, perform analysis and conduct
system evaluation.
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n. Coordinate and support the execution of local and off-site test activities with DOD test
sites and other entities including independent evaluators.

3.2.2.5.1 Test Engineer Support for 46T
The Contractor shall implement the requirements of paragraph 3.2.2.5 for 46T.

3.2.2.5.2 Test Engineer Support for COPS
The Contractor shall implement the requirements of paragraph 3.2.2.5 for COPS.

3.2.2.53 Test Engineer Support for PDA i
The Contractor shall implement the requirements of paragraph!

2.5 for PDA.

32254 Test Engmeer Suppeort for PDS

Test Engineer Support for PDU

3.2.2.5.5

63




SOW 110001
14 January 2014

3.2.25.7.1

APPENDIX A: LABOR CATEGORY, SOW PARAGRAPH, AND APPENDIX B CROSS
REFERENCE

Labor Category SOW Para. | App. B
Inteprated Logistics Support {Acquisition Logistics Manager) 3.22.1.1 B.1.1
Facilities Engineer (Engineer/Scientist I11) 3.2.2.1.2 B.1.2
Technical Writer III 32213 B.1.3
Support Equipment Specialist 32214 B.1.4
Program Manager, Senior 3222 B.2.1
Assistant Program Manager {Project Support Specialist) 3222 B.2.2

Systems Engineer, Senior i
Systems Engineer

32231 |B3.1.1

Software Engineer, Senior
Software Engineer (Engineer/Scientist IV)
Senior Computer Programmer 1V

Computer Programiner 1

Configuration Management Analyst

322353 | B343
322354 [ B344

Network and Computer Sys Eng Levei [T Computmg Envnron

322355 | B345
3.2.23.56 | B35.1

Engineering Technician 1
Modeling and Simulation (Ope

Senior Visual System Acquisﬁi 322357 | B352

3223357 {B353
322358 1B354

Engineer (Eigin 1 322359 [B355

322359 1B356
3223510 [ B3.57
3223511 | B358
32.23.5.12 | B3.59
3.2.23.5.13 | B3.6.1
3223514 | B.37.1
3.2.23.6 B.3.8.1
3.223.6 B.3.8.2

32236 B3.83
»Spee TH/Senior Instructional Systems Designer (Training Spec IID | 3.2.2.3.7.1 B39.1

Research Psycholo
Tastructional Systems Desig

Instructional Systems Admifiistrator (Technical Writer ) 322372 {B392
Industrial/Organizational Psychologist (SME I) 322373 {B3.10
Training Specialist/Subject Matter Expert (Training Specialist II) 322374 |B.J3.11
Training Analyst (Training Specialist [1) 322375 |{B3.12
Graphic Artist 322376 | B3.13
Web Developer (Computer Programmer If) 322377 1 B314.1
Web Developer (Computer Programmer V) 322377 | B3.14.2
Quality Assurance (QA) (Engineer/Scientist I'V) 32238 B.3.15
Information Assurance Analyst 3.2.24.1 B4l
Information Assurance Analyst, Senior 32.24.2 B.A42
Test Engineer 3225 B.5
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APPENDIX B Labor Categories, Education and Experience

B.1 l.ogistics Support
B.1.1 Integrated Logistics Support (Acquisition Logistics Manager)

The Integrated Logistics Support Manager (also known as Acquisition Logistics Manager) shall
possess the education and experience as follows:

a. EDUCATION — Formal post-secondary education is not required, however, a degree in a
logistics, business, management, or technical field, from an accredited program is
preferred.

b. EXPERIENCE
(1) Demonstrated knowledge of and experience with'a

including budget formulation and execution of policie
acquire and manage the 10gistic program for assigned tr

1t1on policies and procedures

management principles, concepts and
complex logistic projects.

workmg out sglutions to problems or questions relating to the Logistics

B.1.2  Facility Engincer (Engineer/Scientist 1)
The facilities engineei}! shall possess the education and expetrience as follows:
a. EDUCATION — Bachelor of Science (B.S.) degree in Engineering from an accredited
program in Civil/Structural Engineering, Mechanical Engineering, or Electrical Engineering.
b. EXPERIENCE
(1} At least four years of experience related to facility acquisitions, training system
acquisitions, and engineering associated with training systemns.

(2) Demonstrated experience indicating data collection and analysis of facility related
infrastructure systems (Heating, Ventilation, and Air Conditioning (HVAC), power,
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space, lighting, communications, security, fire suppression, Unified Facility Criteria,
National and International Building Codes, and engineering drawing development).

(3) Desired - At least five (5) years of acquisition experience, with three (3) years ina
DOD program directly supporting Training and/or Training Systems Acquisition.

(4) Must have a broad knowledge of support engineering functions such as reliability,
maintainability, EMI, logistics, program funding, statistics, facilities, cost estimating,
risk analysis/assessment, failure analysis, other engineering disciplines, and security
and fire alarm systems is required.

(5) Must possess basic knowledge of military equipment, systems, and associated tactics
(U.S., allied, and threat nations) is required.

(6) Must be knowledgeable of a wide range of non-en
information in the form of Federal Acquisition Regu
Department of the Navy (DONYDOD/NAVAIR policie
National and International Building Codes including Elect
Codes, and must be able to determine fhie
assignments.

ing, non-scientific
Military Standards,

ctives, and in$ ructions,

(8) Must be able to communicat
writing.

B.1.3 Technical Wiiter IIT
a. EDUCATION — Minimum Bachelor of Arts (B.A.) or B.S. degree from an accredited
program OR two year technology degree with 4 Years of Experience in preparing technical

manuals.

b. EXPERIENCE
(1) Detailed knowledge of Government and industry specifications and standards

applicable to style, format, media, delivery, or host systems and technical content
requirements in the development of operation and maintenance documentation for

training devices.
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(2) Ability to recognize the basic components of a complex training device simulating a
major weapon system and understanding how various equipment interfaces in order
to select the proper specifications and develop a Technical Manual Contract
Requirements (TMCR) document that best meets the needs of a particular acquisition.

(3) Tn-depth knowledge of engineering practices and principles, as they are applied to
operational and maintenance documentation. Has the capability to ascertain if the
operation and maintenance documentation developed for a training device has depth
of coverage, continuity and flow that would permit mamtena.nce the level of repair
required by the assigned maintenance concept.

(4) Working knowledge of logistics principles and praé
and evaluation of operation and maintenance dobum
specifications and standards.

s relative to the development

streamlining principles, allowing for th
of the operation and maintenance documenta
(6) Knowledge of cost estimating techniques

Computer Aided Design (CAD),"@omputer- a1d§—fd Acqu131t1on Logls‘uc Support
(CALS), Extens ble Markup Langt e (XML), H

15 condary education is not required, however, a degree in a
ply Chain, busmess management, or technical field, from an accredited
erred.

(1) Demonstrated, significant knowledge, skill and experience in the application
of Support Equipment Services management principles, concepts, and
methodology of training systems operation and maintenance for sustainment.

(2)  Knowledge of and experience with acquisition policies and procedures
including budget formulation and execution of policies and procedures sufficient
to manage the Support Equipment Services logistics program for assigned training
systems.
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(3)  Minimum 5 Years of Experience as a logistics ES of in logistics management.

(4 Mastery of advanced logistics knowledge of theory, concepts, principals,
practices, and all aspects of Support Equipment Services requirements as they
relate to the support of initial and fielded training systems. Including an expert
knowledge in Diminishing Manufacturing Sources and Material Shortages
(DMSMS)/Obsolescence and Togistics Testing and Evaluation of training
systems.

(5) Have significant knowledge of and experience Wl’gh government contract and
procurement procedures including new contract @¢tions, contract modifications,
related processes and products to ensure afl sy requirements are satisfied.

ivities of sev

(6) Possess the ability to coordinate and integrate the worl
different projects at any one time

Support.

B.2  Prosram Manager Support

B.2.1 Program Manager, Senior

economics, industridl management, marketing, quantitative
ent (DANTES or CLEP equivalency exams may be

ess, or, Master’s degree, preferably with a major in engineering, systems
management, business administration, or a related field administration, or,

(4) Additional Training (Defense Acquisition University (DAU) and other)

(2) DAU ACQ 101 Fundamentals of Systems Acquisition Management or
Equivalent Training

(b) DAU ACQ 201 (Parts A & B) Intermediate Systems Acquisition or
Equivalent Training

(c) Desired - One DAU Level 100 course in another functional area or
Equivalent Training
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(d) DAU ACQ 201 (Parts A & B) Intermediate Systems Acquisition or
Equivalent Training
(e) DAU PMT 250 Program Management Tools or Equivalent Training
(f) Desired - One DAU Level 200 course in another functional area or
Equivalent Training
(g) Desired - Intermediate-level management and leadership training or
Equivalent Training
b. EXPERIENCE
(1) Required - Two (2) years of acquisition experie
experience must be in program management )
(2) Desired - An additional two (2) years of acqiisitio
systems program office or similar organization

5 at least 1 year of this

perience, preferably in a

B.2.2  Assistant Program Manager (Project Suppér
a. EDUCATION - Meet one of the foﬂowmg

ement and 12 semester credit hours
ntracts, purchasing, economics,
methods, and organization and

H ! |“.‘
) DAU ACQ'101 Fundamentals of Systems Acquisition Management or
Equivalent Trainin

AW ACQ 201 (Parts A & B) Intermediate Systems Acquisition or
Equivalent Training

(c) "' Desired - One DAU Level 100 course in another functional area or
Equivalent Training

(d)y DAU ACQ 201 (Parts A & B) Intermediate Systems Acquisition or
Equivalent Training

() DAU PMT 250 Program Management Tools or Equivalent Training

(f) (Desired) One DAU Level 200 course in another functional area or
Equivalent Training

(g) Desired - Intermediate-level management and leadership training or
Equivalent Training
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b. EXPERIENCE
(1) Required - One (1) year of acquisition experience
(2) Desired - Two (2) years of acquisition experience with at least one (1) year
experience in Program Management

B.3 Engineering Support
B.3.1 Systems Engineering
B.3.1.1  Systems Engineer, Senior

a. EDUCATION — B.S. in Electronics, Computer, Mecha cal, Aerospace, Electrical,
Industrial engineering, or equivalent. "

b. EXPERIENCE

(1) Required - At least ten (10) years of p
associated with modeling and simulat
domains

t

S in Electronics, Computer, Mechanical, Aerospace, Electrical,
or equivalent.

a. EDUCATION
Industrial engineering;’

¢. EXPERIENCE

(1) Required ~ At least five (5) years of practical experience in systems engineering
associated with modeling and simulation within the training and training systems

domains.

(2) Desired - At least three (3) years of acquisition experience, with two (2) years ina
DOD program directly supporting Training and/or Training Systems Acquisition.
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{3) Must have some knowledge of support engineering functions such as reliability,
maintainability, EMI, logistics, program funding, statistics, facilities, cost estimating,
risk analysis/assessment, and human factors.

(4)  Must possess basic knowledge of current and future military equipment, systems, and
associated tactics (U.S., allied, and threat nations).

(5) Must be knowledgeable of a wide range of non-engineering, non-scientific
information in the form of Federal Acquisition Regulations, Military Standards,
Department of the Navy (DON)/DOD/NAVAIR policies, directives, and instructions
and must be able to determine the applicability of th ""e documents to assignments,

{6) Must be able to coordinate and work with a Varié'ty

Ofessional persontiel
associated with the assigned duties. -

(7) Must be able to conduct necessary busi

ss with NAVAIR Orlarn
user activities and sponsors.

B.3.2 Software Engineering

B.3.2.1  Software Engineer, Senior
a, EDUCATION

(1) Required — B.S, it

Acqulsltlon

(3) A broad knowL :ge of software engineering functions such as, requirement analysis and
definition, conﬁguratlon management, quality assurance, unit and system level testing,

reliability and maintainability, cost estimating, risk analysis/assessment, and human
factors is required.

(4) Musthave a broad working knowledge of current and emerging software development
methodologies, processes, and life-cycle models, (e.g. Capability Maturity Model
(CMM), CMM Integration (CMMLI), IEEE-12207, Waterfall, and Spiral).

(5) Must have broad experience with software development conducted TAW IEEE-12207.

(6) Must have experience defining, implementing, collecting, and analyzing software related
metries,
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(7) Must possess basic but broad knowledge of current and developing military equipment
and systems.

(8) Must know a wide range of non-engineering, non-scientific information in the form of
Federal Acquisition Regulations, Military Standards, DOD/DON/NAVAIR policies,
directives, and instructions and must know the application of these documents to
assignments.

(9) Must have broad and detailed working knowledge of software and technical Military and
Commercial Standards (e.g. MIL-STD, DOD-STD, [EEE, ISO, and ANSI).

B.3.2.2 Software Engineering Support (Engineer/Scientist TV)
a. EDUCATION

(1) Required — B.S. in electrical or co I

(2) Desired — Twelve ( 12) credit homs

ars of US Government acquisition experience, with one (1)
y supporting Training and/or Training Systems

(6) Must have experience with software development conducted IAW TEEE-12207.

(7) Must have experience defining, implementing, collecting, and analyzing software related
metrics.

(8) Must possess basic knowledge of current and developing military equipment and

systems.

(9) Must know a wide range of non-engineering, non-scientific information in the form of
Federal Acquisition Regulations, Military Standards, DOD/DON/NAVAIR policies,
directives, and instructions and must know the -applicability of these documents to
assignments.
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(10) Must have working knowledge of software and technical Military and Commercial
Standards (e.g. MIL-STD, DOD-STD, IEEE, ISO, and ANSI).

B.3.2.3  Senior Computer Programmer [V

a. EDUCATION

Post-graduate engineer with an advanced degree from an accredited institution in electronics,

computer engineering, computer science, M&S, or demonstrate equivalent performance.

b. EXPERIENCE

(1) Required - At least seven (7) years of practical experience in software development
associated with modeling and simulation within the trajifiing and training systems
domains _

(2) Programming languages will include Assembly, C,"C+
Basic (VB)), and Java. Operating Systems will include Mi.
various UNIX flavors, such as Linux. “

(3) Experienced using scripting languages (J. a
Application (LUA) etc.), 0bject~oriented

(4)
©)

eering principles and development,
sign. Experience and education directly related to

(6)

a. EDUCATIONEE B.S. in electronics or computer engineering, computer science, or
equivalent.

b. EXPERIENCE

(1) Required - At least three (3) years of practical experience in software development
associated with modeling and simulation within the training and training systems
domains

(2) Experience in authoring programming languages that include Assembly, C, C++,
Microsoft .Net (C#, VB), and Java. Operating Systems will include Microsoft Windows,
as well as various UNIX flavors, such as Linux.
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Q)
)
(6)
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8

B.3.4 Networlk ah

B.3.4.1 Network
Administrator, Junior),
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(3) Experienced in authoring scripting languages (JavaScript, VB Script, and Python. LUA,
ete.), object-oriented programming, XML, ASP, ASP.Net and HTML.

(4) Experienced in using software development and diagnostic tools on the supported
NAWCTSD program,.

(5) Formal training in M&S techniques desired but not required.

(6) Knowledge in a wide range of non-engineering, non-scientific information in the form of
Federal Acquisition Regulations, Military Standards, DOD/DON/NAVAIR policies,
directives, and instructions and knowledge in the application of these documents to
assignments.

(7) Knowledge of and experience in software engineering pri
especially in complex systems design. Experience and ed
scientific programming applications, including math model
suppott the research of emerging technologies.

EDUCATION B.S.in englneermg, comput

Experience estabhshmg and controll
(Cls), and baselinq

puter Systems Admin Level I Computing Environment (System

a. EDUCATION — AA/AS computer science, Information System Management or [A
technology field.

b. EXPERIENCE

(1) 0-3 years of experience as a network and computer systems administrator.

(2) Experience implementing operating systems and network devices security configuration
in accordance with Defense Information Systems Agency (DISA) approved Security
Technical Implementation Guides.
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(3) Skill to perform penetration tests and vulnerability assessments using EyeRetina
vulnerability scanner, Defense Information Systems Agency (DISA) Gold Disk, the
Security Content Automation Protocol (SCAP) Compliance Checker and Security
Readiness Review (SRR) scripts.

(4) Experience correcting flaws and implementing technical controls in the hardware or software
installed within a computing environment.

(5) Skill to manage Do) Host-Based-Security Systems (IIBSS)

(6) Have working knowledge of the DOD Information Assurance Vulnerability Management
Program (IAVMP)

(7) Possess DOD Approved Baseline Certification as Information Assurance Technical Level
I in accordance with DOD 8570.01-M. (i.e. A+CE Network+CE, SSCP & Vendor
certification or IT Training Provider certificate for ¢o environment main operating
system.) :

B.3.4.2 Network and Computer Systems Admi;
Administrator, Senior) .
a. EDUCATION —B.S. computer scwnce Inform tion

technology field.
b. EXPERIENCE

1 II Computing Em( nm tH(System

age DoD Host-Based- -Security Systems (HBSS)
‘ knowledge of the DOD Information Assurance Vulnerability Management

I in accordance’ with DOD 8570.01-M. (i.e. GSEC, Security+CE, SSCP & Vendor
certification or IT Training Provider certificate for network environment main operating
system.)

B.3.43 Network and Computer Systems Admin Level I Computing Environment (Network

Engineer)
a. EDUCATION - B.S computer science, Information System Management or TA
technology field.
b. EXPERIENCE
(1) 1-5 years of experience as a network and computer systems administrator.
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(2) Experience implementing operating systems and network devices security configuration
in accordance with Defense Information Systems Agency (DISA) approved Security
Technical Implementation Guides.

(3) Skill to perform penetration tests and vulnerability assessments using EyeRetina
vulnerability scanner, Defense Information Systems Agency (DISA) Gold Disk, the
Security Content Automation Protocol (SCAP) Compliance Checker and Security
Readiness Review (SRR) scripts.

(4) Experience correcting flaws and implementing technical controls in the hardware or software
installed within a computing environment.

(5) Skill to manage DoD Host-Based-Security Systems (HBSS)

(6) Have working knowledge of the DOD Information Assifance Vulnerability Management
Program (IAVMP)

(7) Possess DOD Approved Baseline Certlﬁcatmn as Informatl

Assmanoe Tecfﬁ;ical Level

certification or I'T Training P10V1der cer‘uﬁ ate for computmg €
system.)

technology field.
b. EXPERIENCE

ion tests and vulnerability assessments using EyeRetina
nformation Systems Agency (DISA) Gold Disk, the

0 network environment.

(6) Skill to manag ¥ Host-Based- -Security Systems (HBSS)

(7) Have working knowledge of the DOD Information Assurance Vulnerability Management
Program (IAVMP)

(8) Possess DOD Approved Baseline Certification as Information Assurance Technical Level
II in accordance with DOD 8570.01-M. (i.e. GSEC, Security+CE, SSCP & Vendor
certification or IT Training Provider certificate for network environment main operating

system.)

installed

B.3.4.5 Engineering Technician I
a. EDUCATION — Enrolled in an accredited educational institution and pursuing bachelor's
degree in a technical field where there is an emphasis on computer technology.
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b. EXPERIENCE

(1) Knowledge of current information technologies needed for collecting, analyzing, and
reporting.

(2) Knowledge of non-peripheral computer hardware components and their functions.

(3) Understands and can interpret software written in at least one high level programming
language.

B.3.5 Modeling and Simulation Support
B.3.5.1 Modeling and Simulation (Operations Research Analyst)

a. EDUCATION - B.S. in electronics engineering, com
science, or equivalent.

b. EXPERIENCE

(I) A minimum of five (5) years of experience in the developmen
simulations where models were understood and )
(2)  Has experience in trade-off analyses to det
simulations.
(3)
4)
(5)
(0)
(7)
(8) Knowledge of emis
© :
environment
(10)  Knowl dge 0
env1ronment i

gineering, computer

systems.
(15) Hasex
tools.
(16)  Knowledge ofi;

ce with software development, configuration management, and diagnostic

experience in, software engineering processes.

B.3.52 Senior Visﬁgial Svystem Acquisition Engineer (Engineer/Scientist TV)

a. EDUCATION - B.S. or higher degree in engineering, engineering technology, physics,
electro-optics, mathematics, or computer science, and have at least six (6) years of
applied visual/sensor systems engineering with simulation and training systems. Four
years of additional applied visual/sensor system experience may be substituted for the
formal degree requirement,

b. EXPERIENCE
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(1) Must possess broad and established experience with geographic information systems and
the use of mapping, charting, geodesy, and imagery source data;

(2) Must possess broad and established experience in synthetic environment generation,
including terrain and model development in a variety of formats and tool sets for
visual/sensor simulation;

(3) Must possess broad and established practical experience in methods of real-time visual
and sensor scene generation which support unprogrammed motion of the simulation
viewpoint throughout a complex and often highly detailed three-dimensional simulated
visual/sensor environment;

lication of display system
to visual display systems
imulated and stiniylated

(4) Must possess broad and established experience in the a
technologies and methods of effectively integrating th
suitable for training and simulation under normal and bot
sensor conditions; experience must include:

i.
i.

1il.

I/sensor systems ngmeermg with 31mu1at10n and training systems. Four (4)
ditional applied visual/sensor system experience may be substituted for the
formal degreg requirement.

b. EXPERIENC

(1) Must possess es lished experience with geographic information systems and the use of
mapping, charling, geodesy, and imagery source data;

(2) Must possess established experience in synthetic environment generation, including
terrain and model development in a variety of formats and tool sets for visual/sensor
simulation;

(3) Must possess established, practical experience in methods of real-time visual and sensor
scene generation, which support unprogrammed motion of the simulation viewpoint
throughout a complex and often highly detailed three-dimensional simulated
visual/sensor environment;
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(4) Must possess established experience in the application of display system technologies
and methods of effectively integrating these into visual display systems suitable for
training and simulation under normal and both simulated and stimulated sensor
conditions; experience must include:

(a) Flat panel and cathode ray tube display technologies,
{(b) Video projection technologies applicable to simulation systems, and

(¢) Relevant simulation display system technologies such as real and virtual image systems,
beam splitters, projection optics, image collimation, screen technologies, head mounted
displays, automatic tracking systems, and auto-alignment systems;

(5) Must possess an established understanding of sensor t ologies such as infrared, image
intensification, television, and radar and practical exp e in how those technologies

are simulated/stimulated and correlated into simulation sy

(6) Must possess experience in military training systems and gé
technology;

real-time systems capabilities without overwhelming its processing capacity;

(5) Must possess experience in military training systems and general training simulation
technology;

(6) Must possess an understanding of the defense procurement process.
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B.3.5.,5 Senior Acrospace Simulation Engineer (Engineer/Scientist V)
a. EDUCATION - Post-graduate engincer with a M.S. degree or higher in aerospace
engineering or equivalent with specialized training in aircraft stability and control,
control theory, acrodynamics, and flight test methodology.

b. EXPERIENCE

(1) A minimum of fifteen (15) years engineering experience in acrospace sciences pertaining
to modeling and simulation engineering during which a high level of technical
competency and highly developed judgment has been demonstrated.

(2) Extensive additional education and/or experience 1ndlcat1ye of in-depth knowledge and
expertise in the area of training systems and related h
fixed and rotary wing aircraft.

(3) Has experience of peripheral flight system dlsmphnes relev;
development particularly vehicle pmpulsmn mechamcal d

layout, and human perception and reaction
control.

4) Extenswe expenence inall aspects of ﬂlght st

(10)

simulation methods, real-time computing hardware and software, flight test methods and
technologies, ¢ontrol system design, aircraft flying qualities and testing, aircraft piloting
skills and techniques, military roles and missions, military training systems and training

methods.

(11)  Skill in translating flight simulation training requirements to perceptual requirements
and in turn to flight simulation system characteristics.

(12)  Specific knowledge and experience in the areas of servo control, digital computers,
human physiology and human factors, as each would apply to flight simulation.
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(13)  Perform engineering analysis of relationships between flight simulation, cockpit
motion simulation, visual simulation and other simulation areas to establish critical
performance parameters for all elements of the system affecting integration of the system,
especially in areas for which no technical guidelines exist,

(14) Knowledge of military vehicle and weapon system operator training procedures,
techniques and requirements.

(I5)  Skill in effective communication in the military environment to permit coordination
with Fleet user and test pilot community.

(16)  Skill to transfer the knowledge of the complex isg

flight simulation to other acro
flight SME specialists.

(17) Knowledge and experience necessary to provide consultai

complexity.

(18)  Skill to provide consultation and training!
and other acquisition program p¢

B.3.5.6  Flight Simulation Taeticai Env1ro

In addition to the educatlon expenenee
Simulation Engineer, t y

development paftlcularly vehicle propulsion, mechanical des1gn and human factors
engineering as related to man-machine interactions including displays, cockpit design and
layout, and human perception and reaction to motion as pertaining to pilot cueing and
control.

(4) Extensive experience in all aspects of flight simulation modeling, data acquisition and
utilization, and testing for a broad range of military training systems, especially in
support of systems acquisitions.

(5) Experience in applying the knowledge of human perception to the design of flight
simulation systems to support training in a wide variety of military tasks.
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(6) Experience in organizing information for effective use by engineers and other technical
professionals.

(7) Familiar with software development.

(8) Knowledgeable of a wide range of non-engineering, non-scientific information in the
form of Federal Acquisition Regulations, Military Standards, DOD/DON/NAVAIR
policies, directives, and instructions and must be able to determine the applicability of
these documents to assignments.

(9) Knowledge of advanced methods of flight simulation implementation and validation
adequate to solve new and previously unsolved problemgWhich are unusually difficult
and which do not yield to standard accepted methods,

(10) Knowledge of aerodynamics, flight dynamics, kinematis
simulation methods, real-time computmg hardware and so

skills and techniques, military roles and mi
methods.

(11)  Skill in translating flight si

(13)  Perform en
motion simul

(16)  Ability to ansfer the knowledge of the complex issues of flight simulation to other
aero flight SME!specialists.

(17 Knowledge and experience necessary to provide consultation and engineering
analysis to support Government planning for future flight simulation systems of unusual

complexity.

(18)  Ability to provide consultation and training for other flight simulation SME specialist
and other acquisition program personnel as required.
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(19)  Knowledge of complex aircraft and missile player dynamic models, including tactical
doctrine and logic, model performance, instructional interface, advanced methods of
obtaining design data and validation methods.

(20)  Knowledge of computer generated and semi-automated force implementations.

B.3.5.7 Aircrew Training Devices Instructor (Pilot)
a. Education — B.S. or higher

b. Experience

(1) Piloting skills in aircraft type
(2) Specific knowledge of aircraft systems and NATOPS:

(3) Specific knowledge and experience;i
military training systems and training requ

;. computer engineering, computer

(1) A minimam ofthre

lence in software development where producing
dibtributed interoperable;;

yplications was predominately required. Has
'd the ab111ty for distributed apphcatmns to communicate.

yers, r'mddleware‘ run time infrastr ucture, common. object request brokering
rability standards associated with modeling and simulation used in training
systems.

(3) Proficient in Q¢ '+ CH#, shell (e.g. PEARL) and Java programming languages.
(4) Experience in, Wmdows and sockets programming,

(5) Experience in developing software using both Microsoft Windows and Linux operating
systems.

(6) Experience in developing software using XML, and HTML.

(7) Experience in using tools for software development, configuration management, and
diagnostics.

(8) Knowledge of, and experience in, software engineering processes.
(9) Must understand the CMMI process.
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c. SKILLS

(1) Software background skills including High Level Architecture (HLA), Distributed
Interactive Simulation (DIS), Defense Modeling and Simulation Office (DMSO) HLA
1.3 Interface Standard, Virtual Tech Corp. NG Pro Run Time Infrastructure (RTT).

(2) Demonstrate a command of Open System Interconnect (OSI) network layers,
middleware, run time infrastructure, common object request brokering and
interoperability standards associated with modeling and simulation used in training
systems.

(3) Proficient in C, C++, C#, shell (e.g. PEARL) and Javaw "Qgrammmg languages.

(4) Experience developing software in both Microsoft Wm oW,
systems.

d Linux operating

(5) Experience using tools for software develo
diagnostics, including OMDT.

file mfrastructure common object request brokering and
andards associated with modeling and simulation used in training

middleware, r

interoperability]

systems,

(3) Proficient in C, C-++, C#, shell (e.g. PEARL) and Java programming languages.

(4) Experience in Windows and sockets programming,

(5) Experience in developing software using both Microsoft Windows and Linux operating
systems.

(6) Experience in developing software using XML, and HTML.

(7) Experience in using tools for software development, configuration management, and

diagnostics.
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(8) Knowledge of, and experience in, software engineering processes.
(9) Must understand the CMMI process,
c. SKILLS

(1) Software background skills including High Level Architecture (HHLA), Distributed
Interactive Simulation (DIS), Defense Modeling and Simulation Office (DMSO) HLA
1.3 Interface Standard, Virtual Tech Corp. NG Pro Run Time Infrastructure (RTT).

(2) Demonstrate an understanding of Open System Interconnect (OSI) network layers,
middleware, run time infrastructure, common object request brokering and

interoperability standards associated with modeling and simulation used in training
systems.

(3) Proficient in C, C++, C#, shell (e.g. PEARL) and Java ogramming languagés

(4) Experience developing software in both Microsoft Window; Linux operating.
systems. ke

(5) Experience using tools for software develop
diagnostics, including OMDT,

(13) Experience in"“analyzing data and drawing conclusions,

(14) Experience in conducting experiments using the scientific method.

(15) Experience with scientific applications where software was used to conduct experiments.
(16) Knowledge skills in math modeling and statistical methods.

(17) Knowledge of current technological developments/trends in area of expertise

(18) Knowledge to provide technical guidance in area of expertise.

(19) Understands how to interpret requirements, prepare system specifications, and resolve
design issues.
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(20) Understands and can interpret software written in at least one high level programming
language.
(21).

B.3.7 Computer/Electronics Engineering
B.3.7.1 Computer/Electronics Engineer (Engineer/Scientist IT)
a. EDUCATION — B.S. in Electronics engineering or computer engineering or equivalent.
b. EXPERIENCE
(1) Proven hands-on graphics programming experience.
(2) Must have the experience in developing creative a
hardware solutions from concept to completion to solv

¢ graphics software and

(3) Working knowledge of graphics principles including: databas
manipulation, world coordinates, viewing'coordi
projections, transformations, translation an
shading, and Z-buffering.

(4) Experience with and thorouglll.: i ‘”derstanding hd wo

system is desirable. Must have at (
state-of-the-art Personal computer (

aphics acceleration platforms and
‘Quantum, SGI, and NVIDIA.

(5)

advaneed gftware packages
GL, OpenGVS

(6)

ion|(sy:
tr ation). p‘|z emonstrated expert knowledge in Ieal-tlme
pr gramnung, multi-threaded prog1amm1ng, networking,

’of new technology.
and understanding of software integration issues. Experience in software

(7) |

8)
processing metu ods.

(9) Experience 1dent1fy1ng new applications and development techniques to achieve
advances in immersive technologies; integrating and coordinating the work of multi-
disciplinary teams of academia, industry, and government; and designing and
implementing innovative hardware and software components into viable test beds for
training system evaluations.

(10) Skills to develop technically sound plans and solutions to research problems and to
present analyses and recommendations in a clear and convincing manner - orally and in
writing,
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(11) Must have a general background of experience and knowledge of naval training and
warfare systems; the range of man-equipment functions required and associated training
requirements, and the research questions, which stem from the operations and training
situations.

(12) Knowledgeable of a wide range of non-scientific information in the form of Federal
Acquisition Regulations, Military Standards, DOD/DON/NAVAIR Orlando TSD
policies, directives, and instructions and must be able to determine the applicability of
these documents to assignments.

B.3.8 Research Psychology

B.3.8.1 Senior Research Psvchologist (Subject Matter Ex 3
a. EDUCATION — Advanced Degree in Psychology or equivalei
b. EXPERIENCE

search, or training
kground in the field of research and
irements, the Senior Research
specialized experience in areas

problems an
- both orally

(5) Must have a gefleral background of experience and knowledge of naval training and
warfare systems, the range of man-equipment functions required and associated training
requirements, and also, possess the skill to posit the research questions which stem from
the operational and training situations.

resent analyses and recommendations in a clear and convincing manner
Writing.

(6) Possess knowledge of a wide range of nonscientific information in the form of Federal
Acquisition Regulations, Military Standards, DOD/DON/NAVAIR Orlando TSD
policies, directives, and instructions and must possess knowledge in the application of
these documents {o assignments.
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B.3.8.2 Research Psychologist (Subject Matter Expert 1)

a. EDUCATION - B.S. in Psychology or equivalent

b. EXPERIENCE

(1) Possess the skills to apply knowledge of human factors methods, experimental design,
and psychological principles of learning, simulation, decision making and applied
behavioral analysis and instructional design in order to develop training systems.

(2) Possess the skills to analyze, plan, schedule and conduct research to develop training
techniques and technology for training systems.

(3) Knowledge of psychological principles, cognitive theory, reseau ch methods, statistics,
human performance, and training technology. 1

B.3.8.3 Research Psychologist Assistant (Subject Matter Expert
a. EDUCATION — B.S. in Psychology or equlvalent
b. EXPERIENCE
(1) Ability to collect and analyze experimental
(2) Knowledge of psychological pringiples, resear:

B.3.9 Instructional Systems
B.3.9.1 Instructional Systems Designer (Triining Specialist II/Senior Instructional Systems

e in Education or related field with twenty
,_wctzonal Systems maj or is preferable

Years of Experience
2
3

Years of Experience

3
MA/MS/MEd 4
BA/BS 6
a. Practical knowledge and skill in the application of a wide range of analytical

techniques, especially Instructional Systems Design procedures, for the functional design
of a variety of military training, and training support systems and equipment, for the
development of training strategies, which may include new training media, to support

both existing and emerging weapon systems.
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b.  Practical knowledge and skill in the application of education and training principles to
develop and evaluate alternative multimedia solutions for a variety of complex training
problems utilizing both standard and nonstandard approaches including the application
of advanced technology.

¢. Practical knowledge and skill in the evaluation of web based training (WBT) for
interactive courseware to design products, e.g., flowcharts, storyboards, and computer
program design documents.

d. Practical knowledge and skill in interpersonal communications with civilian and military
personnel, including oral briefings/presentations, listening techniques, and developing
written material, especially technical reports documenting research and analysis
performed, e.g., MIL-PRF-29612 and MIL—HDBK— |

e. Practical knowledge of DOD and Navy guidance docu
and acquisition of analytical products, training systems an

f.  Practical knowledge of processes such as ISD, NTSP, and To
Analysis (TDFA) to support training pro
personnel.

‘used in the development

B.3.9.2 Instructional Systems Administrator (Techmi al W

(1) High school education or equlvaien

(2) Practical knowledge and skill in int
pe1sonnel mcludmg the de {

ledge and skill in Microsoft Office Suite software to produce charts,

graphs, databases, her products for data summarization purposes.

Years of Experience

Instructional Systems Administrator 4

B.3.10 Industrial/Organization Psychologist (Subject Matter Expert 1)

a. EDUCATION AND EXPERIENCE - A degree in Psychology with twenty four (24)
hours in specific education, testing, evaluation, and instructional systems areas. The twenty four
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(24) hours must fall within learning theory, instructional design, instructional development,
evaluation, statistics, survey design, human factors, testing, and computers,

Senior Industrial/Organizational Psychologist:

Degree with Years of Experience
PhD 2
MA/MS 4
BA/BS 6

B.3.11 Training Specialist/Subject Maiter Expert (Training S qialist I
a. EDUCATION AND EXPERIENCE —

required for the project.

Training Specialist/Subject Matter Exp

emerging weapon systems.

b. Practical knowledge and skill in the application of education and training principles to
develop and evaluate alternative multimedia solutions.

c. Practical knowledge and skill in the evaluation of web based training (WBT) for
interactive courseware to design products, e.g., flowcharts, storyboards, and computer

program design documents,

d. Practical knowledge and skill in interpersonal communications with civilian and military
personnel, including oral briefings/presentations, listening techniques, and developing
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written material, especially technical reports documenting research and analysis
performed, e.g., MIL-PRF-29612 and MIL-HDBK-29612,

e. Practical knowledge of DOD and Navy guidance documents used in the development and
acquisition of analytical products, training systems and equipment.

f.  Practical knowledge of processes such as ISD, NTSP, and Top-Down Functional
Analysis (TDFA) to support training program developers and other technical support
personnel.

g. Practical knowledge of instructional teaching methods id media as used in military

schoolhouse settings.

B.3.13 Graphic Artist !
a. EDUCATION - AA/AS/Certificate/degree in Graphic Demgn, i
related areas. 3

b. EXPERIENCE

expenence Fogr (4) y'é ]
the:formal dégt

(3) Hands-on exp:
(4) Skilled in prioriti fng and managing multiple tasks simultaneously while mastering
innovative softwar¢ and tools,

(5) Proven ability to deliver high quality products and services on schedule and under
budget.

(6) Self-motivated team player with excellent verbal and written communication skills.

(7) Working knowledge of Navy/NAVAIR/NAWCTSD's policies and procedures preferred.

c. CERTIFICATION
(1) In accordance with DOD 8570.10M, must hold applicable certification for IAT
Level I to include commercial certification and current Microsoft Server
certification.

> with 1E, Firefox, IIS Web and Oracle database environments.
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B.3.14.2 Web Developer (Computer Programmer IV)

In addition to the education, experience, and qualifications listed for the Web Developer, the
following qualifications are required for the Senior Web Developer:

(1) Degree in computer science or computer engineering.

(2) Minimum of 10 years supporting web users and web requirements.

(3) Hands-on experience with Web support in a Microsoft Windows Server environment as it
relates to web servers.

(4) In-depth understanding of setup and configuration of web and rapplication servers in a virtual
environment, i

(5) Detailed Windows based hardware and software knowlédg
conflicts, integrating peripheral equipment and network problem

(6) Minimum 10 Years of Experience with HTML/Cold
Fusion/JAVA/SQL/JavaScript/CSS/Flash programiming.

(7) Minimum 10 Years of Experience with IE, Firef
(8) Minimum 10 Years of Experienoe with UNIX a
i

clude solving hagdware

gineer/Sci¢

' itor, Quality Engineer, Quality Improvement

wledge of and implementation of quality assurance standards.
quahty assurance policies and procedures.
) rocedures and directions for recording and reporting quality data.

{(4) Reviewing the lémentation and efficiency of quality and inspection systems.

(5) Planning, condyeting and monitoring testing and inspection of materials and products to
ensure finished product quality.

(6) Reviewing and assessing projects/product related documents to ensure finished product
quality.

(7) Documenting internal audits and other quality assurance activities.

(8) Investigating non-conformance issues.

(9) Collecting and compiling statistical quality data.

(10)  Analyzing data to identify areas for improvement.

(11)  Developing, recommending and monitoring corrective and preventive actions.

(12)  Preparing reports to communicate outcomes of quality activities.
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(13)  Identifying training needs and organize training interventions to meet quality
standards.

(14)  Evaluating audit findings and implement appropriate corrective actions.

(15)  Monitoring risk management activities.

(16)  Assuring ongoing compliance with quality and industry regulatory requirements.

(17)  Experience with quality inspection, auditing and testing,

(18)  Experience with implementing corrective action programs

B.4 Information Assurance Engineering

The contractor shall be proficient and have a complete understahding operating DOD
vulnerability assessment tools such as Defense Information Systems Agency (DISA) Gold Disk
and Security Readiness Review scripts, and Security Content Automy !

compliance checker EyeRetina scanner. The Contractor shall poss
the Joint A1r Force- Army-Navy Manual for Spec1a1 Access Program,

B.4.1 Information Assurance Anafyst

a. EDUCATION - B.S. in engineering, ¢
b. EXPERIENCE

formation Systems Agency (DISA) Gold Disk, the
tocol (SCAP) Compliance Checker and Security

mitigation strategies for DOD information systems.

(7) Have working knowledge of the Clinger-Cohen Act, the Federal Information Security
Management Act (FISMA) and all IA implications that must be met to comply with the
Information Security policies and laws,

(8) Possess DOD Approved Baseline Certification as Information Assurance Technical Level
II in accordance with DOD 8570.01-M. (i.e. CAP , GSLC, or Security+).
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B.4.2 Information Assurance Analyst, Senior

a. EDUCATION - B.S. in engineering, computer science or mathematics

b. EXPERIENCE

(1) Minimum 10 years of engineering experience with at least 5 years of Information
Assurance (IA) experience.

(2) DOD Information Assurance Certification and Accreditation Process (DIACAP) DODI
8510.01.

(3) Complete understanding of Information Assurance controls and implementation
delineated in DODI 8500.1 and DODI 8500.2.

(4) Skill to perform penetration tests and vulnerability assessments using EyeRetina
vulnerability scanner, Defense Information Systems £ ncy (DISA) Gold Disk, the
Security Content Automation Protocol (SCAP) Comp Checker and Security
Readiness Review (SRR) scripts. 4,

(5) Experience implementing operating systems and network d
in accordance with Defense Information Systems Agency (DI
Technical Implementation Guides.

(6) Expenence pelformmg 1A certlﬁcatlon test, 's

on documents and in the evaluation
Criteria and National Information

B.5 Test Engineer
Applies engineering ptindiples to investigate, analyze, plan, design, develop, implement, test
and/or evaluate training'systems and related sub-systems. Reviews and prepares engineering and
technical plans, analyses, reports, change proposals, and other technical documentation. Applies
engineering experience to perform functions such as system integration, configuration
management, acceptance testing, developmental testing or capabilities based testing. Analyzes,
designs, develops, implements, tests and/or evaluates automated data processing software related
to engineering or functional requirements of aircraft flight control systems, system integration,
configuration management, weapon systems, associated support systems, or management
information systems. Assignments may involve test and evaluation of hardware and/or software
related to engineering or functional requirements of training systems.
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a. EDUCATION
(1) B.S. or higher degree in Engineering. In lieu of a degree, 4 Years of Experience must be
in the area test and evaluation.
b. EXPERIENCE
Preferred direct experience in one or a combination of the following areas: training systems,
aircraft system/subsystem development test and evaluation, or aircraft flight controls,

NOTE: All degrees and certificates must be received from an accredited program/institution.
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